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CVE-2006-6493

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVINIAG:HIAUNICP/I:PIAP Certain versions of Openldap from Openldap contain the foIIowing
vulnerability:

Buffer overflow in the krbv4_Idap_auth function in
servers/slapd/kerberos.c in OpenLDAP 2.4.3 and earlier, when
OpenLDAP is compiled with the --enable-kbind (Kerberos KBIND)
option, allows remote attackers to execute arbitrary code via an LDAP
bind request using the LDAP_AUTH_KRBV41 authentication method
and long credential data.

CVE-2006-6493 has been assigned by [f] cve@mitre.org to track the vulnerability

CVSS2 Score: (SHEMEDIN |

Access Access Authentication
Vector Complexity

NETWORK [HiGH [ NN |
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link

SecurityFocus | Exploit | (Z) BUGTRAQ 20061212 OpenLDAP kbind
authentication buffer overflow

Webmail - OVH [ www.vupen.com | (@ VUPEN ADV-2006-4964

openldap-kbind-p00f | Exploit | @ MISC
www.phreedom.org/solar/exploits/openldap-
Kbind

Not Archived

QeriiritvReaann - Onanl NAP khind anthenticatinn hiiffar [ conitvroacon com | MM QRFASON 2021



https://cve.report/
https://cve.report/CVE-2006-6493/mitre
https://cve.report/CVE-2006-6493/nist
https://cve.report/CVE-2006-6493/cve_org
https://cve.report/CVE-2006-6493.pdf
http://cve.report/software/openldap/openldap
http://cve.report/vendor/openldap
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.securityfocus.com/archive/1/454181/30/0/threaded
http://www.vupen.com/english/advisories/2006/4964
https://web.archive.org/web/2006/http://www.phreedom.org/solar/exploits/openldap-kbind
http://securityreason.com/securityalert/2023

TUVUIILY T IVMUUIT T N UV T U DI IV UL T TV LI T U [FoCoayTcaSorEoonT [ R

overflow
OpenLDAP "krbv4_ldap_auth()" Buffer Overflow Vulnerability { SECUNIA 23334
- Advisories - Secunia

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Openldap Openldap 1.0 All All All
Application Openldap Openldap 1.0.1 All All All
Application Openldap Openldap 1.0.2 All All All
Application Openldap Openldap 1.0.3 All All All
Application Openldap Openldap 1.1 All All All
Application Openldap Openldap 1.1.0 All All All
Application Openldap Openldap 111 All All All
Application Openldap Openldap 1.1.2 All All All
Application Openldap Openldap 1.1.3 All All All
Application Openldap Openldap 114 All All All
Application Openldap Openldap 1.2 All All All
Application Openldap Openldap 1.2.0 All All All
Application Openldap Openldap 1.21 All All All
Application Openldap Openldap 1.2.10 All All All
Application Openldap Openldap 1.2.11 All All All
Application Openldap Openldap 1.2.12 All All All
Application Openldap Openldap 1.2.13 All All All
Application Openldap Openldap 1.2.2 All All All
Application Openldap Openldap 1.2.3 All All All
Application Openldap Openldap 124 All All All
Application Openldap Openldap 1.25 All All All
Application Openldap Openldap 1.2.6 All All All
Application Openldap Openldap 1.2.7 All All All
Application Openldap Openldap 1.2.8 All All All

Application Openldap Openldap 1.2.9 All All All
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cpe:2.3:a:openldap:openldap:2.1.6:*:*:***:*:*:

cpe:2.3:a:openldap:openldap:2.1.7:: " "™

cpe:2.3:a:openldap:openldap:2.1.8:*:* " "™



cpe:2.3:a:openldap:openldap:2.1.9:*: " "™

cpe:2.3:a:openldap:openldap:2.2.0:*: """

cpe:2.3:a:openldap:openldap:2.2.1:*: """

dkak Lk okkakk,

cpe:2.3:a:openldap:openldap:2.2.16:*:*:*:*:*:*:*:

dkak Lk ak kR k.

cpe:2.3:a:openldap:openldap:2.2.17:%:*:*

dkakk kR akk,

cpe:2.3:a:openldap:openldap:2.2.18:*:*:*:*:*:*:*:

dkakk ok akak k.

cpe:2.3:a:openldap:openldap:2.2.19:*:*:*:***:*:

dkak kR kR k.

cpe:2.3:a:openldap:openldap:2.2.20:*:*:*:*:*:*:*:

dkakk kR kR,

cpe:2.3:a:openldap:openldap:2.2.21 " "

dkak kR Rk k.

cpe:2.3:a:openldap:openldap:2.2.22:*:*:**:**::

dkak kR Lk akk,

cpe:2.3:a:openldap:openldap:2.2.23:*:*:**:*:*:*:

akak kR ok akuk,

cpe:2.3:a:openldap:openldap:2.2.24:*:*:*:**:*:*:

ak Kk ok kR k.

cpe:2.3:a:openldap:openldap:2.2.25:*:*:*:**:*:*:

dkak kR Rk k.

cpe:2.3:a:openldap:openldap:2.2.26:*:*:*:**:*:*:

dk kR kR Rk,

cpe:2.3:a:openldap:openldap:2.2.27:*:*:**:**::
cpe:2.3:a:openldap:openldap:2.2.28_r2:*:*:***:*:*:
cpe:2.3:a:openldap:openldap:2.2.4:*:*:**:**:*:
cpe:2.3:a:openldap:openldap:2.2.5:* %" *:*1*:
cpe:2.3:a:openldap:openldap:2.2.6:*:*:***:*:*:
cpe:2.3:a:openldap:openldap:2.2.7::* " "™

cpe:2.3:a:openldap:openldap:2.2.8:*: " "™

cpe:2.3:a:openldap:openldap:2.2.9:*:* " "™



cpe:2.3:a:openldap:openldap:2.3.28_e1.0.0:*: ™"
cpe:2.3:a:openldap:openldap:1.0: " "
cpe:2.3:a:openldap:openldap:1.0.1: " "
cpe:2.3:a:openldap:openldap:1.0.2:*:*: """
cpe:2.3:a:openldap:openldap:1.0.3:*: """
cpe:2.3:a:openldap:openldap:1.1: "
cpe:2.3:a:openldap:openldap:1.1.0:*:* %
cpe:2.3:a:openldap:openldap:1.1.1:* %
cpe:2.3:a:openldap:openldap:1.1.2:*:*
cpe:2.3:a:openldap:openldap:1.1.3:*: " "™
cpe:2.3:a:openldap:openldap:1.1.4:* "
cpe:2.3:a:openldap:openldap:1.2:*: "
cpe:2.3:a:openldap:openldap:1.2.0:* "
cpe:2.3:a:openldap:openldap:1.2.1: "™

dkak kR kR k.

cpe:2.3:a:openldap:openldap:1.2.10:*:*

dk Rk ok kR k.

cpe:2.3:a:openldap:openldap:1.2.11

dk Kk kR Rk,

cpe:2.3:a:openldap:openldap:1.2.12:*: %
cpe:2.3:a:openldap:openldap:1.2.13: "%
cpe:2.3:a:openldap:openldap:1.2.2:**:**:**:*:
cpe:2.3:a:openldap:openldap:1.2.3:* " "
cpe:2.3:a:openldap:openldap:1.2.4:*: ™
cpe:2.3:a:openldap:openldap:1.2.5: """
cpe:2.3:a:openldap:openldap:1.2.6:*:*:***:*:*:

cpe:2.3:a:openldap:openldap:1.2.7:: " "™

cpe:2.3:a:openldap:openldap:1.2.8:: " "™



cpe:2.3:a:openldap:openldap:1.2.9:*: " "™

cpe:2.3:a:openldap:openldap:2.0:*:*:*: "

cpe:2.3:a:openldap:openldap:2.0.0:*: """

cpe:2.3:a:openldap:openldap:2.0.1:*: """

I

cpe:2.3:a:openldap:openldap:2.0.11_11s: "

dkkak Lk akakak.

cpe:2.3:a:openldap:openldap:2.0.11_9: 7 *:**

dkk Lk okkukk.

cpe:2.3:a:openldap:openldap:2.0.12:%:*:*:*:*

dkakak ok kakk,

cpe:2.3:a:openldap:openldap:2.0.13:*:*:*

dkak Lk akakak k.

cpe:2.3:a:openldap:openldap:2.0.14:*:*:*:*

dkak kR akak k.

cpe:2.3:a:openldap:openldap:2.0.15:%:*:*:*

dkakk ok akuk k.

cpe:2.3:a:openldap:openldap:2.0.16:*:*:*:*:**::

dkakk kR ok k.

cpe:2.3:a:openldap:openldap:2.0.17: "

dk Kk kR kR,

cpe:2.3:a:openldap:openldap:2.0.18:*:*:*:*:*:*:*:

akak kR R akk,

cpe:2.3:a:openldap:openldap:2.0.19:*:*****:*:

cpe:2.3:a:openldap:openldap:2.0.2:*:*:** "

ARk kR kLR k.

cpe:2.3:a:openldap:openldap:2.0.20:*:*:*:*:*:*::

ak kR ok Rk k.

cpe:2.3:a:openldap:openldap:2.0.21 :*:*:

dkak kR ok akak,

cpe:2.3:a:openldap:openldap:2.0.22:*:*:*:**:*:*:

ak kR kR Rk,

cpe:2.3:a:openldap:openldap:2.0.23:*:*:*:*:*:*:*:

akak kR ok akak,

cpe:2.3:a:openldap:openldap:2.0.24:*:*:*:**:*:*:

cpe:2.3:a:openldap:openldap:2.0.3:*: " "™

cpe:2.3:a:openldap:openldap:2.0.4:*:* " " "

cpe:2.3:a:openldap:openldap:2.0.5:*:*:* "% *:*:



cpe:2.3:a:openldap:openldap:2.0.6:*: " "

cpe:2.3:a:openldap:openldap:2.0.7: """

cpe:2.3:a:openldap:openldap:2.0.8:*: " "™

cpe:2.3:a:openldap:openldap:2.0.9:*: " "™

cpe:2.3:a:openldap:openldap:2.1.11:%:" ™

cpe:2.3:a:openldap:openldap:2.1.12:%:*:*:*: "

cpe:2.3:a:openldap:openldap:2.1.13:%:"*

cpe:2.3:a:openldap:openldap:2.1.14:*:"*

cpe:2.3:a:openldap:openldap:2.1.15:%:*

cpe:2.3:a:openldap:openldap:2.1.16:%:":*

cpe:2.3:a:openldap:openldap:2.1.17:%:**

cpe:2.3:a:openldap:openldap:2.1.18: " " ™

cpe:2.3:a:openldap:openldap:2.1.19: " " ™

cpe:2.3:a:openldap:openldap:2.1.2:*: """

dkak kR Lk akuk.

cpe:2.3:a:openldap:openldap:2.1.20:*:*:*:**:*:*:

dkak kR Lk ukk.

cpe:2.3:a:openldap:openldap:2.1.271 "

akak kR R akuk,

cpe:2.3:a:openldap:openldap:2.1.22:*:*:*:**:*:*:

dkak kR kR k.

cpe:2.3:a:openldap:openldap:2.1.23:*:* " "

akak kR kR k.

cpe:2.3:a:openldap:openldap:2.1.24:

dkak kR Rk k.

cpe:2.3:a:openldap:openldap:2.1.25:*:**:**:*:*:

ak kR kR Rk,

cpe:2.3:a:openldap:openldap:2.1.29:*:**:**:*:*:
cpe:2.3:a:openldap:openldap:2.1.3:*:*:**:**:*:

cpe:2.3:a:openldap:openldap:2.1.30:*:":* "™

cpe:2.3:a:openldap:openldap:2.1.4:*: " "



cpe:2.3:a:openldap:openldap:2.1.5: " "™

cpe:2.3:a:openldap:openldap:2.1.6:*: " "

cpe:2.3:a:openldap:openldap:2.1.7:: """

cpe:2.3:a:openldap:openldap:2.1.8:*: " "™

cpe:2.3:a:openldap:openldap:2.1.9:: " "™

aKLK LKLk LK LKLk,

cpe:2.3:a:openldap:openldap:2.1_.20: """

cpe:2.3:a:openldap:openldap:2.2.0:*:*: """

cpe:2.3:a:openldap:openldap:2.2.1:*:*: """

dkuk Lk okkakuk,

cpe:2.3:a:openldap:openldap:2.2.11:*:*:*

dkkukokkakk,

cpe:2.3:a:0penldap:openldap:2.2.12:%:*:*:***::

dkk kR Lk ak k.

cpe:2.3:a:openldap:openldap:2.2.13:*:":*:*

dkak kR Rk k.

cpe:2.3:a:openldap:openldap:2.2.14: " "

dkak kR Rk k.

cpe:2.3:a:openldap:openldap:2.2.16:*:*:*:*:*:*:*:

dkak kR kR k.

cpe:2.3:a:openldap:openldap:2.2.17: " "

akak kR Rk k.

cpe:2.3:a:openldap:openldap:2.2.18: " " ::

dkak kR Lk akk.

cpe:2.3:a:openldap:openldap:2.2.19:*:****:*:*:

akak kR Rk k.

cpe:2.3:a:openldap:openldap:2.2.21

dkak kR ok akk,

cpe:2.3:a:openldap:openldap:2.2.22:*:*:*:**:*:*:

dkak kR akakuk,

cpe:2.3:a:openldap:openldap:2.2.23:*:*:*:**:*:*:

dkak kR kR k.

cpe:2.3:a:openldap:openldap:2.2.24:*:*:*:**:*:*:

kKoK kKK,

cpe:2.3:a:openldap:openldap:2.2.28_r2:*:*:**:*:**:

cpe:2.3:a:openldap:openldap:2.2.4:*:* " %" "

rna 2 VaAananldanananldan:D 2 R-xxkokokkk,
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cpe:2.3:a:openldap:openldap:2.2.6:*: " ":*:

cpe:2.3:a:openldap:openldap:2.2.7::* " ":*:

cpe:2.3:a:openldap:openldap:2.2.8:*: " ":*:

cpe:2.3:a:openldap:openldap:2.2.9:*: " "™
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