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Summary

CVE CVE-2006-6496

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-12-13 21:28:00 UTC

Updated 2021-04-09 17:08:00 UTC

Description The (1) VetMONNT.sys and (2) VetFDDNT.sys drivers in CA Anti-Virus 2007 8.1, Anti-Virus for Vista Beta 8.2, and CA Internet Security Suite 2007 v3.0 do not properly handle NULL buffers, which allows local users with administrative access to cause a denial of service (system crash) via certain IOCTLs.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Broadcom Etrust Antivirus 8.1 All All All

Application Broadcom Etrust Antivirus 8.2 beta All All

Application Broadcom Internet Security Suite 3.0 All All All

Application Ca Etrust Antivirus 8.1 All All All

Application Ca Etrust Antivirus 8.2 beta All All

Application Ca Etrust Antivirus 8.1 All All All

Application Ca Etrust Antivirus 8.2 beta All All

Application Ca Internet Security Suite 3.0 All All All

Application Ca Internet Security Suite 3.0 All All All
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Knowledge Document - Unicenter ServicePlus Knowledge Tools CONFIRM

CA Anti-Virus VetMONNT.sys VetFDDNT.sys denial of service vulnerability - CA CONFIRM

CA Internet Security NULL Buffer Errors in vetfddnt.sys and vetmonnt.sys Drivers Let Local Users Deny Service - SecurityTracker SECTRACK

CA Anti-Virus NULL Buffer Errors in vetfddnt.sys and vetmonnt.sys Drivers Let Local Users Deny Service - SecurityTracker SECTRACK

CA Anti-Virus Drivers Denial of Service Vulnerabilities - Advisories - Secunia SECUNIA

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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