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Summary

CVE CVE-2006-6497

State PUBLISHED

Assigner redhat

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-12-20 01:28:00 UTC

Updated 2026-04-23 00:35:47 UTC

Description Multiple unspecified vulnerabilities in the layout engine for Mozilla Firefox 2.x before 2.0.0.1, 1.5.x before 1.5.0.9, Thunderbird before 1.5.0.9, and SeaMonkey before 1.0.7 allow remote attackers to cause a denial of service (memory corruption and crash) and possibly execute arbitrary code via unknown attack vectors.

Risk And Classification

Primary CVSS: v2.0 6.8 from nvd@nist.gov

AV:N/AC:M/Au:N/C:P/I:P/A:P

Problem Types: NVD-CWE-Other | n/a

CVSS v2.0 Breakdown

AV:N/AC:M/Au:N/C:P/I:P/A:P

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mozilla Firefox 2.0 All All All

Application Mozilla Firefox All All All All

Access Vector

Network

Access Complexity

Medium

Authentication

None

Confidentiality

Partial

Integrity

Partial

Availability

Partial
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Application Mozilla Firefox All All All All

Application Mozilla Seamonkey All All All All

Application Mozilla Thunderbird All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

References

Reference

Mozilla Seamonkey Memory Corruption in Layout Engine and Javascript Engine May Let Remote Users Execute Arbitrary Code - SecurityTracker

usn/usn-398-2 - Ubuntu: Linux for human beings

Debian -- Security Information -- DSA-1253-1 mozilla-firefox

Advisories - Mandriva Linux

SecurityFocus

rhn.redhat.com | Red Hat Support

US-CERT Vulnerability Note VU#606260

Debian -- Security Information -- DSA-1265-1 mozilla

Mozilla SeaMonkey Multiple Vulnerabilities - Advisories - Secunia

SUSE update for mozilla - Advisories - Secunia

Mozilla Firefox Memory Corruption in Layout Engine and Javascript Engine May Let Remote Users Execute Arbitrary Code - SecurityTracker

Red Hat update for seamonkey - Advisories - Secunia

Gentoo update for seamonkey - Advisories - Secunia

issues.rpath.com/browse/RPL-883

MFSA 2006-68: Crashes with evidence of memory corruption (rv:1.8.0.9/1.8.1.1)

Security Announcement

rhn.redhat.com | Red Hat Support

[SECURITY] Fedora Core 5 Update: thunderbird-1.5.0.9-2.fc5 | FedoraNEWS.ORG

Ubuntu update for mozilla-thunderbird - Advisories - Secunia

usn/USN-398-1 - Ubuntu: Linux for human beings

Sun Solaris Mozilla 1.7 Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

SecurityFocus

HPSBUX02153 SSRT061181 rev.7 - HP-UX Running Firefox, Remote Unauthorized Access or Elevation of Privileges or Denial of Service (DoS) - c00771742 - 

Security Announcement

rPath update for thunderbird - Advisories - Secunia

rhn.redhat.com | Red Hat Support
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rhn.redhat.com | Red Hat Support

SGI Advanced Linux Environment Multiple Updates - Advisories - Secunia

[SECURITY] Fedora Core 6 Update: thunderbird-1.5.0.9-2.fc6 | FedoraNEWS.ORG

US-CERT Vulnerability Note VU#427972

Debian -- Security Information -- DSA-1258-1 mozilla-thunderbird

Gentoo Linux Documentation -- Mozilla Firefox: Multiple vulnerabilities

Fedora update for thunderbird - Advisories - Secunia

Gentoo update for mozilla-thunderbird - Advisories - Secunia

rPath update for firefox - Advisories - Secunia

Debian update for mozilla-thunderbird - Advisories - Secunia

Debian update for mozilla-firefox - Advisories - Secunia

#102885: Multiple Security Vulnerabilities in Mozilla Layout Engine for Solaris 8, 9 and 10

patches.sgi.com/support/free/security/advisories/20061202-01-P.asc

Mozilla Firefox/SeaMonkey/Thunderbird Multiple Remote Vulnerabilities

Gentoo Linux Documentation -- SeaMonkey: Multiple vulnerabilities

Repository / Oval Repository

Mozilla Thunderbird Multiple Vulnerabilities - Advisories - Secunia

SUSE updates for MozillaFirefox and MozillaThunderbird - Advisories - Secunia

Debian update for mozilla - Advisories - Secunia

Mozilla Thunderbird Memory Corruption in Layout Engine and Javascript Engine May Let Remote Users Execute Arbitrary Code - SecurityTracker
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CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |
Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

Free CVE JSON API cve.report/api

CVE.report and Source URL Uptime Status status.cve.report

https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://cve.report/api
https://status.cve.report

	CVE-2006-6497
	Summary
	Risk And Classification
	CVSS v2.0 Breakdown

	NVD Known Affected Configurations (CPE 2.3)
	Vendor Declared Affected Products
	References


