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Summary

CVE CVE-2006-6539

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-12-14 02:28:00 UTC

Updated 2018-10-17 21:49:00 UTC

Description Multiple buffer overflows in Winamp Web Interface (Wawi) 7.5.13 and earlier (1) allow remote attackers to cause a denial of service (application crash) and possibly execute arbitrary code via an (a) long username or a (b) crafted packet to the FindBasicAuth function in security.cpp, related to the /browse URI; and allow remote authenticated users to cause a denial of service (application crash) and possibly execute arbitrary code via a long path string in the (2) Browse, (3) CControl::Download, and (4) CControl::Load functions, related to the file parameter in the /dl URI. 

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Flippet.org Winamp Web Interface All All All All

References

Reference Source

IBM X-Force Exchange XF

Multiple vulnerabilities in Winamp Web Interface 7.5.13 - CXSecurity.com SREASON

[Full-disclosure] Multiple vulnerabilities in Winamp Web Interface 7.5.13 FULLDISC

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

Winamp Web Interface Multiple Remote Vulnerabilities BID

SecurityTracker.com Archives - WAWI Bugs Let Remote Users View Directories and Remote Authenticated Users Execute Arbitrary Code SECTRACK

IBM X-Force Exchange XF

aluigi.altervista.org/adv/wawix-adv.txt MISC

SecurityFocus BUGTRAQ

WAWI Multiple Vulnerabilities - Advisories - Secunia SECUNIA

CVE Program record CVE.ORG

NVD vulnerability detail NVD

https://cve.report/
https://cve.report/CVE-2006-6539/mitre
https://cve.report/CVE-2006-6539/nist
https://cve.report/CVE-2006-6539/cve_org
https://cve.report/api/cve/CVE-2006-6539.json
https://cve.report/CVE-2006-6539.pdf
http://cve.report/vendor/flippet.org
http://cve.report/software/flippet.org/winamp_web_interface
https://exchange.xforce.ibmcloud.com/vulnerabilities/30825
http://securityreason.com/securityalert/2032
http://lists.grok.org.uk/pipermail/full-disclosure/2006-December/051217.html
http://www.vupen.com/english/advisories/2006/4935
http://www.securityfocus.com/bid/21539
http://securitytracker.com/id?1017362
https://exchange.xforce.ibmcloud.com/vulnerabilities/30824
http://aluigi.altervista.org/adv/wawix-adv.txt
http://www.securityfocus.com/archive/1/454059/100/0/threaded
http://secunia.com/advisories/23292
https://www.cve.org/CVERecord?id=CVE-2006-6539
https://nvd.nist.gov/vuln/detail/CVE-2006-6539


No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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