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CVE CVE-2006-6563
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-12-15 11:28:00 UTC
Updated 2018-10-17 21:49:00 UTC
Description Stack-based buffer overflow in the pr_ctrls_recv_request function in ctrls.c in the mod_ctrls module in ProFTPD before 1.3.'
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Proftpd Project Proftpd 1.3.0 All All All
Application Proftpd Project Proftpd 1.3.0a All All All
Application Proftpd Project Proftpd 1.3.0 All All All
Application Proftpd Project Proftpd 1.3.0a All All All
References
Reference Source Link Tags
ProFTPD 1.3.0/1.3.0a (mod_ctrls support) Local Buffer Overflow Exploit EXPLOIT-DB  www.exploit-db.com
OpenPKG Corporation: Security: Security Advisories OPENPKG www.openpkg.com
ProFTPD "mod_ctrls" Privilege Escalation Vulnerability - Advisories - Secunia  SECUNIA secunia.com Exploit, Pat
Mandriva update for proftpd - Advisories - Secunia SECUNIA secunia.com
Gentoo Linux Documentation -- ProF TPD: Local privilege escalation GENTOO security.gentoo.org
SecurityFocus BUGTRAQ www.securityfocus.com
Core Security | CorelLabs MISC Www.coresecurity.com Exploit, Pat
Webmail - OVH VUPEN Www.vupen.com
404 Not Found CONFIRM www.proftpd.org
Gentoo update for proftpd - Advisories - Secunia SECUNIA secunia.com
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http://www.openpkg.com/security/advisories/OpenPKG-SA-2006.039.html
http://secunia.com/advisories/23371
http://secunia.com/advisories/23392
http://security.gentoo.org/glsa/glsa-200702-02.xml
http://www.securityfocus.com/archive/1/454320/100/0/threaded
http://www.coresecurity.com/?module=ContentMod&action=item&id=1594
http://www.vupen.com/english/advisories/2006/4998
http://www.proftpd.org/docs/NEWS-1.3.1rc1
http://secunia.com/advisories/24163

SecurityFocus

Advisories - Mandriva Linux

Trustix update for proftpd - Advisories - Secunia

ProFTPD Controls Module Local Buffer Overflow Vulnerability
SecurityFocus

IBM X-Force Exchange
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
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