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Summary

CVE CVE-2006-6598

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-12-15 22:28:00 UTC

Updated 2017-10-19 01:29:00 UTC

Description Directory traversal vulnerability in viewnfo.php in (1) TorrentFlux before 2.2 and (2) torrentflux-b4rt before 2.1-b4rt-972 allows remote authenticated users to read arbitrary files via .. (dot dot) sequences in the path parameter, a different vector than CVE-2006-6328.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Torrentflux Torrentflux All All All All

Application Torrentflux Torrentflux-b4rt 2.1_b4rt3 All All All

Application Torrentflux Torrentflux-b4rt 2.1_b4rt4 All All All

Application Torrentflux Torrentflux-b4rt 2.1_b4rt5 All All All

Application Torrentflux Torrentflux-b4rt 2.1_b4rt6 All All All

Application Torrentflux Torrentflux-b4rt 2.1_b4rt61 All All All

Application Torrentflux Torrentflux-b4rt 2.1_b4rt7 All All All

Application Torrentflux Torrentflux-b4rt 2.1_b4rt8 All All All

Application Torrentflux Torrentflux-b4rt 2.1_b4rt801 All All All

Application Torrentflux Torrentflux-b4rt 2.1_b4rt802 All All All

Application Torrentflux Torrentflux-b4rt 2.1_b4rt81 All All All

Application Torrentflux Torrentflux-b4rt 2.1_b4rt82 All All All

Application Torrentflux Torrentflux-b4rt 2.1_b4rt83 All All All

Application Torrentflux Torrentflux-b4rt 2.1_b4rt84 All All All

Application Torrentflux Torrentflux-b4rt 2.1_b4rt85 All All All

Application Torrentflux Torrentflux-b4rt 2.1_b4rt9 All All All

Application Torrentflux Torrentflux-b4rt 2.1_b4rt91 All All All
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Application Torrentflux Torrentflux-b4rt 2.1_b4rt91 All All All

Application Torrentflux Torrentflux-b4rt 2.1_b4rt92 All All All

Application Torrentflux Torrentflux-b4rt 2.1_b4rt93 All All All

Application Torrentflux Torrentflux-b4rt 2.1_b4rt94 All All All

Application Torrentflux Torrentflux-b4rt 2.1_b4rt95 All All All

Application Torrentflux Torrentflux-b4rt 2.1_b4rt951 All All All

Application Torrentflux Torrentflux-b4rt 2.1_b4rt952 All All All

Application Torrentflux Torrentflux-b4rt 2.1_b4rt953 All All All

Application Torrentflux Torrentflux-b4rt 2.1_b4rt96 All All All

Application Torrentflux Torrentflux-b4rt 2.1_b4rt97 All All All

Application Torrentflux Torrentflux-b4rt 2.1_b4rt3 All All All

Application Torrentflux Torrentflux-b4rt 2.1_b4rt4 All All All

Application Torrentflux Torrentflux-b4rt 2.1_b4rt5 All All All

Application Torrentflux Torrentflux-b4rt 2.1_b4rt6 All All All

Application Torrentflux Torrentflux-b4rt 2.1_b4rt61 All All All

Application Torrentflux Torrentflux-b4rt 2.1_b4rt7 All All All

Application Torrentflux Torrentflux-b4rt 2.1_b4rt8 All All All

Application Torrentflux Torrentflux-b4rt 2.1_b4rt801 All All All

Application Torrentflux Torrentflux-b4rt 2.1_b4rt802 All All All

Application Torrentflux Torrentflux-b4rt 2.1_b4rt81 All All All

Application Torrentflux Torrentflux-b4rt 2.1_b4rt82 All All All

Application Torrentflux Torrentflux-b4rt 2.1_b4rt83 All All All

Application Torrentflux Torrentflux-b4rt 2.1_b4rt84 All All All

Application Torrentflux Torrentflux-b4rt 2.1_b4rt85 All All All

Application Torrentflux Torrentflux-b4rt 2.1_b4rt9 All All All

Application Torrentflux Torrentflux-b4rt 2.1_b4rt91 All All All

Application Torrentflux Torrentflux-b4rt 2.1_b4rt92 All All All

Application Torrentflux Torrentflux-b4rt 2.1_b4rt93 All All All

Application Torrentflux Torrentflux-b4rt 2.1_b4rt94 All All All

Application Torrentflux Torrentflux-b4rt 2.1_b4rt95 All All All

Application Torrentflux Torrentflux-b4rt 2.1_b4rt951 All All All

Application Torrentflux Torrentflux-b4rt 2.1_b4rt952 All All All

Application Torrentflux Torrentflux-b4rt 2.1_b4rt953 All All All

Application Torrentflux Torrentflux-b4rt 2.1_b4rt96 All All All

Application Torrentflux Torrentflux-b4rt 2.1_b4rt97 All All All

Application Torrentflux Torrentflux-b4rt All All All All
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References

Reference Source Link Tags

Torrentflux-B4RT Viewnfo.PHP Directory Traversal Vulnerability BID www.securityfocus.com

Torrentflux-b4rt - Webbasierter Transfer Control Client CONFIRM tf-b4rt.berlios.de Exploit

torrentflux-b4rt "path" Directory Traversal Vulnerability - Advisories - Secunia SECUNIA secunia.com Vendor Advisory

TorrentFlux 2.2 (downloaddetails.php) Local File Disclosure Exploit EXPLOIT-DB www.exploit-db.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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