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Summary

CVE CVE-2006-6690

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-12-21 21:28:00 UTC

Updated 2018-10-17 21:49:00 UTC

Description rtehtmlarea/pi1/class.tx_rtehtmlarea_pi1.php in Typo3 4.0.0 through 4.0.3, 3.7 and 3.8 with the rtehtmlarea extension, and 4.1 beta allows remote authenticated users to execute arbitrary commands via shell metacharacters in the userUid parameter to rtehtmlarea/htmlarea/plugins/SpellChecker/spell-check-logic.php, and possibly another vector.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Typo3 Typo3 3.7.0 All All All

Application Typo3 Typo3 3.8 All All All

Application Typo3 Typo3 4.0 All All All

Application Typo3 Typo3 4.0.1 All All All

Application Typo3 Typo3 4.0.2 All All All

Application Typo3 Typo3 4.0.3 All All All

Application Typo3 Typo3 3.7.0 All All All

Application Typo3 Typo3 3.8 All All All

Application Typo3 Typo3 4.0 All All All

Application Typo3 Typo3 4.0.1 All All All

Application Typo3 Typo3 4.0.2 All All All

Application Typo3 Typo3 4.0.3 All All All
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TYPO3 Input Validation Holes in 'rtehtmlarea' Sysext Let Remote Users Execute Arbitrary Code - SecurityTracker SECTRACK securitytracker.com

404 - Page not found! - SEC Consult MISC www.sec-consult.com

[TYPO3-announce] Pre-announcement for important security update MLIST lists.netfielders.de

TYPO3 "userUid" Command Execution Vulnerability - Advisories - Secunia SECUNIA secunia.com

[TYPO3-announce] TYPO3 Security Bulletin TYPO3-20061220-1: Remote Command Execution in TYPO3 MLIST lists.netfielders.de

CXSecurity - IDS SREASON securityreason.com

Typo3 Class.TX_RTEHTMLArea_PI1.PHP Multiple Remote Command Execution Vulnerabilities BID www.securityfocus.com
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CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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