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VE-2006-67/31

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE-2006-6731

PUBLIC

cve@mitre.org

CVE Program / NVD first with legacy fallback
2006-12-26 23:28:00 UTC

2019-10-09 22:51:00 UTC

Multiple buffer overflows in Sun Java Development Kit (JDK) and Java Runtime Environment (JRE) 5.0 Update 7 and earlie

] 1|

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)
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Vendor Product Version Update Edition Language
Sun Jak 1.5.0 - All All
Sun Jdk 1.5.0 update1 All All
Sun Jdk 1.5.0 update2 All All
Sun Jak 1.5.0 update3 All All
Sun Jdk 1.5.0 update4 All All
Sun Jak 1.5.0 updateb All All
Sun Jak 1.5.0 update6 All All
Sun Jdk 1.5.0 update7 All All
Sun Jdk 1.5.0 - All All
Sun Jdk 1.5.0 update All All
Sun Jdk 1.5.0 update2 All All
Sun Jdk 1.5.0 update3 All All
Sun Jdk 1.5.0 update4 All All
Sun Jdk 1.5.0 update5 All All
Sun Jdk 1.5.0 update6 All All
Sun Jdk 1.5.0 update?7 All All
Sun Jre 1.3.1 - All All
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Reference

Gentoo update for sun-jdk and sun-jre-bin - Advisories - Secunia

scary.beasts.org/security/ CESA-2005-008.txt

US-CERT Vulnerability Note VU#939609

Gentoo Linux Documentation -- Blackdown Java: Applet privilege escalation

US-CERT Technical Cyber Security Alert TA07-022A -- Sun Updates for Multiple Vulnerabilities in Java

Gentoo update for emul-linux-x86-java - Advisories - Secunia

SUSE update for Sun Java - Advisories - Secunia

SecurityTracker.com Archives - Java Runtime Environment Buffer Overflows Let Remote Users Execute Arbitrary Code
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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