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Summary

CVE CVE-2006-6736

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-12-26 23:28:00 UTC

Updated 2019-08-01 12:20:00 UTC

Description Unspecified vulnerability in Sun Java Development Kit (JDK) and Java Runtime Environment (JRE) 5.0 Update 6 and earlier, Java System Development Kit (SDK) and JRE 1.4.2_12 and earlier 1.4.x versions, and SDK and JRE 1.3.1_18 and earlier allows attackers to use untrusted applets to "access data in other applets," aka "The second issue."

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Sun Jdk 1.5.0 - All All

Application Sun Jdk 1.5.0 update1 All All

Application Sun Jdk 1.5.0 update2 All All

Application Sun Jdk 1.5.0 update3 All All

Application Sun Jdk 1.5.0 update4 All All

Application Sun Jdk 1.5.0 update5 All All

Application Sun Jdk 1.5.0 update6 All All

Application Sun Jdk 1.5.0 - All All

Application Sun Jdk 1.5.0 update1 All All

Application Sun Jdk 1.5.0 update2 All All

Application Sun Jdk 1.5.0 update3 All All

Application Sun Jdk 1.5.0 update4 All All

Application Sun Jdk 1.5.0 update5 All All

Application Sun Jdk 1.5.0 update6 All All

Application Sun Jre 1.3.1 - All All

Application Sun Jre 1.3.1_03 All All All

Application Sun Jre 1.3.1_04 All All All
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Application Sun Jre 1.3.1_04 All All All

Application Sun Jre 1.3.1_05 All All All

Application Sun Jre 1.3.1_06 All All All

Application Sun Jre 1.3.1_07 All All All

Application Sun Jre 1.3.1_08 All All All

Application Sun Jre 1.3.1_09 All All All

Application Sun Jre 1.3.1_10 All All All

Application Sun Jre 1.3.1_11 All All All

Application Sun Jre 1.3.1_12 All All All

Application Sun Jre 1.3.1_13 All All All

Application Sun Jre 1.3.1_14 All All All

Application Sun Jre 1.3.1_15 All All All

Application Sun Jre 1.3.1_16 All All All

Application Sun Jre 1.3.1_17 All All All

Application Sun Jre 1.3.1_18 All All All

Application Sun Jre 1.3.1_2 All All All

Application Sun Jre 1.4.2 - All All

Application Sun Jre 1.4.2_1 All All All

Application Sun Jre 1.4.2_10 All All All

Application Sun Jre 1.4.2_11 All All All

Application Sun Jre 1.4.2_12 All All All

Application Sun Jre 1.4.2_2 All All All

Application Sun Jre 1.4.2_3 All All All

Application Sun Jre 1.4.2_4 All All All

Application Sun Jre 1.4.2_5 All All All

Application Sun Jre 1.4.2_6 All All All

Application Sun Jre 1.4.2_7 All All All

Application Sun Jre 1.4.2_8 All All All

Application Sun Jre 1.4.2_9 All All All

Application Sun Jre 1.5.0 - All All

Application Sun Jre 1.5.0 update1 All All

Application Sun Jre 1.5.0 update2 All All

Application Sun Jre 1.5.0 update3 All All

Application Sun Jre 1.5.0 update4 All All

Application Sun Jre 1.5.0 update5 All All

Application Sun Jre 1.5.0 update6 All All
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Application Sun Jre 1.3.1 - All All

Application Sun Jre 1.3.1_03 All All All

Application Sun Jre 1.3.1_04 All All All

Application Sun Jre 1.3.1_05 All All All

Application Sun Jre 1.3.1_06 All All All

Application Sun Jre 1.3.1_07 All All All

Application Sun Jre 1.3.1_08 All All All

Application Sun Jre 1.3.1_09 All All All

Application Sun Jre 1.3.1_10 All All All

Application Sun Jre 1.3.1_11 All All All

Application Sun Jre 1.3.1_12 All All All

Application Sun Jre 1.3.1_13 All All All

Application Sun Jre 1.3.1_14 All All All

Application Sun Jre 1.3.1_15 All All All

Application Sun Jre 1.3.1_16 All All All

Application Sun Jre 1.3.1_17 All All All

Application Sun Jre 1.3.1_18 All All All

Application Sun Jre 1.3.1_2 All All All

Application Sun Jre 1.4.2 - All All

Application Sun Jre 1.4.2_1 All All All

Application Sun Jre 1.4.2_10 All All All

Application Sun Jre 1.4.2_11 All All All

Application Sun Jre 1.4.2_12 All All All

Application Sun Jre 1.4.2_2 All All All

Application Sun Jre 1.4.2_3 All All All

Application Sun Jre 1.4.2_4 All All All

Application Sun Jre 1.4.2_5 All All All

Application Sun Jre 1.4.2_6 All All All

Application Sun Jre 1.4.2_7 All All All

Application Sun Jre 1.4.2_8 All All All

Application Sun Jre 1.4.2_9 All All All

Application Sun Jre 1.5.0 - All All

Application Sun Jre 1.5.0 update1 All All

Application Sun Jre 1.5.0 update2 All All

Application Sun Jre 1.5.0 update3 All All

Application Sun Jre 1.5.0 update4 All All
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Application Sun Jre 1.5.0 update4 All All

Application Sun Jre 1.5.0 update5 All All

Application Sun Jre 1.5.0 update6 All All

Application Sun Sdk 1.3.1 All All All

Application Sun Sdk 1.3.1_01 All All All

Application Sun Sdk 1.3.1_01a All All All

Application Sun Sdk 1.3.1_02 All All All

Application Sun Sdk 1.3.1_03 All All All

Application Sun Sdk 1.3.1_04 All All All

Application Sun Sdk 1.3.1_05 All All All

Application Sun Sdk 1.3.1_06 All All All

Application Sun Sdk 1.3.1_07 All All All

Application Sun Sdk 1.3.1_08 All All All

Application Sun Sdk 1.3.1_09 All All All

Application Sun Sdk 1.3.1_10 All All All

Application Sun Sdk 1.3.1_11 All All All

Application Sun Sdk 1.3.1_12 All All All

Application Sun Sdk 1.3.1_13 All All All

Application Sun Sdk 1.3.1_14 All All All

Application Sun Sdk 1.3.1_15 All All All

Application Sun Sdk 1.3.1_16 All All All

Application Sun Sdk 1.3.1_17 All All All

Application Sun Sdk 1.3.1_18 All All All

Application Sun Sdk 1.4.2 All All All

Application Sun Sdk 1.4.2_1 All All All

Application Sun Sdk 1.4.2_10 All All All

Application Sun Sdk 1.4.2_11 All All All

Application Sun Sdk 1.4.2_12 All All All

Application Sun Sdk 1.4.2_2 All All All

Application Sun Sdk 1.4.2_3 All All All

Application Sun Sdk 1.4.2_4 All All All

Application Sun Sdk 1.4.2_5 All All All

Application Sun Sdk 1.4.2_6 All All All

Application Sun Sdk 1.4.2_7 All All All

Application Sun Sdk 1.4.2_8 All All All

Application Sun Sdk 1.4.2_9 All All All
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Application Sun Sdk 1.3.1 All All All

Application Sun Sdk 1.3.1_01 All All All

Application Sun Sdk 1.3.1_01a All All All

Application Sun Sdk 1.3.1_02 All All All

Application Sun Sdk 1.3.1_03 All All All

Application Sun Sdk 1.3.1_04 All All All

Application Sun Sdk 1.3.1_05 All All All

Application Sun Sdk 1.3.1_06 All All All

Application Sun Sdk 1.3.1_07 All All All

Application Sun Sdk 1.3.1_08 All All All

Application Sun Sdk 1.3.1_09 All All All

Application Sun Sdk 1.3.1_10 All All All

Application Sun Sdk 1.3.1_11 All All All

Application Sun Sdk 1.3.1_12 All All All

Application Sun Sdk 1.3.1_13 All All All

Application Sun Sdk 1.3.1_14 All All All

Application Sun Sdk 1.3.1_15 All All All

Application Sun Sdk 1.3.1_16 All All All

Application Sun Sdk 1.3.1_17 All All All

Application Sun Sdk 1.3.1_18 All All All

Application Sun Sdk 1.4.2 All All All

Application Sun Sdk 1.4.2_1 All All All

Application Sun Sdk 1.4.2_10 All All All

Application Sun Sdk 1.4.2_11 All All All

Application Sun Sdk 1.4.2_12 All All All

Application Sun Sdk 1.4.2_2 All All All

Application Sun Sdk 1.4.2_3 All All All

Application Sun Sdk 1.4.2_4 All All All

Application Sun Sdk 1.4.2_5 All All All

Application Sun Sdk 1.4.2_6 All All All

Application Sun Sdk 1.4.2_7 All All All

Application Sun Sdk 1.4.2_8 All All All

Application Sun Sdk 1.4.2_9 All All All
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Reference Source

Gentoo update for sun-jdk and sun-jre-bin - Advisories - Secunia SECUNIA

Gentoo Linux Documentation -- Blackdown Java: Applet privilege escalation GENTOO

Gentoo update for emul-linux-x86-java - Advisories - Secunia SECUNIA

SUSE update for Sun Java - Advisories - Secunia SECUNIA

Red Hat update for java-1.4.2-ibm - Advisories - Secunia SECUNIA

Gentoo blackdown-jdk and blackdown-jre Vulnerabilities - Advisories - Secunia SECUNIA

SUSE update for Java / IBM Java - Advisories - Secunia SECUNIA

rhn.redhat.com | Red Hat Support REDHAT

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

Sun Java Runtime Environment Information Disclosure Vulnerabilities BID

Support REDHAT

Security update for IBM Java CONFIRM

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

APPLE-SA-2007-12-14 Java Release 6 for Mac OS X 10.4 APPLE

Sun Java JRE Applet Security Bypass - Advisories - Secunia SECUNIA

SuSE Security announcements: [suse-security-announce] SUSE Security Announcement: Sun Java security update (SUSE-SA:2007:003) SUSE

Security update for Java CONFIRM

#102732: Security Vulnerabilities in the Java Runtime Environment may Allow an Untrusted Applet to Access Data in Other Applets SUNALERT

SUSE update for IBM JRE/SDK Java and Sun Java JRE/SDK - Advisories - Secunia SECUNIA

Gentoo Linux Documentation -- AMD64 x86 emulation Sun's J2SE Development Kit: Multiple vulnerabilities GENTOO

Security Announcement SUSE

Mac OS X Java Multiple Vulnerabilities - Advisories - Secunia SECUNIA

Security Announcement SUSE

SecurityTracker.com Archives - Java Runtime Environment Discloses Applet Information to Remote Users SECTRACK

About the security content of Java Release 6 for Mac OS X 10.4 MISC

Support REDHAT

Repository / Oval Repository OVAL

Gentoo Linux Documentation -- Sun JDK/JRE: Multiple vulnerabilities GENTOO

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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