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Description

CVE CVE-2006-6863
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback
2006-12-31 05:00:00 UTC

2026-04-23 00:35:47 UTC

Risk And Classification

PHP remote file inclusion vulnerability in the Enigma2 plugin (Enigma2.php) in Enigma WordPress Bridge allows remote att

|L

Primary CVSS: v3.1 9.8 CRITICAL from ADP

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

Version Source Type

3.1 ADP DECLARED
3.1 134c704f-9b21-4f2e-91b3-4a467353bccO0  Secondary
2.0 nvd@nist.gov Primary

Problem Types: NVD-CWE-Other | n/a | CWE-noinfo Not enough information

Score Severity Vector

9.8 CRITICAL  CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
9.8 CRITICAL  CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

10 AV:N/AC:L/Au:N/C:C/I:.C/A:C
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CVSS v3.1 Breakdown
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https://cve.report/
https://cve.report/CVE-2006-6863/mitre
https://cve.report/CVE-2006-6863/nist
https://cve.report/CVE-2006-6863/cve_org
https://cve.report/api/cve/CVE-2006-6863.json
https://cve.report/CVE-2006-6863.pdf
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CVSS:3.1/AV:N/AC:L/PR:N/UL:N/S:U/C:H/I:H/A:H
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CVSS v2.0 Breakdown
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AV:N/AC:L/Au:N/C:C/I:C/A:C
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Enigma Wordpress Bridge All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Na N/a affected n/a Not specified
Reference Source Link

Enigma WordPress Bridge Enigma2.PHP Remote File Include Vulnerability af854a3a-2127-422b-91ae-364da2661108 www.securityfocus

Enigma 2 WordPress Bridge (boarddir) Remote File Include Vulnerability af854a3a-2127-422b-91ae-364da2661108 www.exploit-db.col

SecurityFocus af854a3a-2127-422b-91ae-364da2661108 www.securityfocus
CXSecurity - IDS af854a3a-2127-422b-91ae-364da2661108 securityreason.cor
404 Not Found - SecurityTracker.com - Page Not Found af854a83a-2127-422b-91ae-364da2661108  securitytracker.cor
[VIM] CVE dispute of Enigma WordPress RFI af854a3a-2127-422b-91ae-364da2661108  www.attrition.org
CVE Program record CVE.ORG WWW.Cve.org

NVD vulnerability detail NVD nvd.nist.gov
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http://cve.report/vendor/enigma
http://cve.report/software/enigma/wordpress_bridge
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://www.securityfocus.com/bid/21826
https://www.exploit-db.com/exploits/3051
http://www.securityfocus.com/archive/1/455555/100/0/threaded
http://securityreason.com/securityalert/2093
http://securitytracker.com/id?017459
http://www.attrition.org/pipermail/vim/2007-January/001207.html
https://www.cve.org/CVERecord?id=CVE-2006-6863
https://nvd.nist.gov/vuln/detail/CVE-2006-6863

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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