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CVE-2006-6917

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNACLAUNCCICAC Certain versions of Brightstor Arcserve Backup Server from Broadcom
’ contain the following vulnerability:

Multiple buffer overflows in Computer Associates (CA) BrightStor
ARCserve Backup R11.5 Server before SP2 allows remote attackers to
execute arbitrary code in the Tape Engine (tapeeng.exe) via a crafted
RPC request with (1) opnum 38, which is not properly handled in
TAPEUTIL.dIl 11.5.3884.0, or (2) opnum 37, which is not properly
handled in TAPEENG.dIl 11.5.3884.0.

CVE-2006-6917 has been assigned by [f] cve@mitre.org to track the vulnerability

CVSS2 Score: 10-HIGH |

Access Access Authentication
Vector Complexity
NETWORK LoW [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact
CVE References
Description Tags Link
SecurityFocus (%) BUGTRAQ 20070109 CA BrightStor ARCserve Backup
Tape Engine Exploit Security Notice
SecurityFocus D BUGTRAQ 20061208 LS-20061001 - Computer Associates
BrightStor ARCserve Backup v11.5 Remote Buffer Overflow
Vulnerability
SupportConnect - CA BrightStor ARCserve ™ MISC
Backup Tape Engine Exploit Security Notice I supportconnectw.ca.com/public/storage/infodocs/basbrtapeeng-
secnotice.asp
CA BrightStor ARCserve (tapeeng.exe) = EXPLOIT-DB 3086
Remote Buffer Overflow Exploit Proof of Concept



https://cve.report/
https://cve.report/CVE-2006-6917/mitre
https://cve.report/CVE-2006-6917/nist
https://cve.report/CVE-2006-6917/cve_org
https://cve.report/CVE-2006-6917.pdf
http://cve.report/software/broadcom/brightstor_arcserve_backup_server
http://cve.report/vendor/broadcom
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.securityfocus.com/archive/1/456428/100/0/threaded
http://www.securityfocus.com/archive/1/453933/30/420/threaded
https://web.archive.org/web/2006/http://supportconnectw.ca.com/public/storage/infodocs/basbrtapeeng-secnotice.asp
https://cve.report/CVE-2006-6917/1f962bbb

SecurityFocus www.securityfocus.com
text/htm

CA BrightStor ARCserve Backup web.archive.org
tapeeng.exe arbitrary code execution text/html
vulnerability Inactive Link Not Archived

application/pdf
Inactive Link™ Not Archived

SecurityFocus www.securityfocus.com
text/html

application/pdf
Inactive Link™ Not Archived

SecurityFocus www.securityfocus.com
text/html

CA BrightStor ARCserve Backup Multiple web.archive.org

Overflow Vulnerabilities text/html

Inactive Link™ Not Archived

SecurityFocus www.securityfocus.com
text/html

) BUGTRAQ 20061208 LS-20060908 - Computer Associates
BrightStor ARCserve Backup v11.5 Remote Buffer Overflow
Vulnerability

23 CONFIRM wwwa3.ca.com/securityadvisor/vulninfo/vuln.aspx?
id=34959

D MISC www.Issec.com/advisories/LS-20061001.pdf

(%) BUGTRAQ 20061211 Re: LS-20061001 - Computer
Associates BrightStor ARCserve Backup

) MISC www.Issec.com/advisories/LS-20060908.pdf

) BUGTRAQ 20061211 Re: LS-20060908 - Computer
Associates BrightStor ARCserve Backup

2y CONFIRM
wwwa3.ca.com/securityadvisor/newsinfo/collateral.aspx?
cid=97428

T BUGTRAQ 20070111 [CAID 34955, 34956, 34957, 34958,
34959, 34817]: CA BrightStor ARCserve Backup Multiple
Overflow Vulnerabilities

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product

Application Broadcom Brightstor Arcserve Backup Server
Application Ca Brightstor Arcserve Backup Server
Application Ca Brightstor Arcserve Backup Server

cpe:2.3:a:broadcom:brightstor_arcserve_backup_server:11.5:%:%:*:

dkukak ok akakuk.

cpe:2.3:a:ca:brightstor_arcserve_backup_server:11.5: % """

dkkakokakakuk.

cpe:2.3:a:ca:brightstor_arcserve_backup_server:11.5:%: " ™

No vendor comments have been submitted for this CVE

«— Previous ID

Version Update Edition Language

11.5 All All All
11.5 All All All
11.5 All All All
Next ID—


http://www.securityfocus.com/archive/1/453930/30/390/threaded
https://web.archive.org/web/2006/http://www3.ca.com/securityadvisor/vulninfo/vuln.aspx?id=34959
https://cve.report/CVE-2006-6917/55881c24
http://www.securityfocus.com/archive/1/454088/30/0/threaded
https://cve.report/CVE-2006-6917/625fc03e
http://www.securityfocus.com/archive/1/454094/30/360/threaded
https://web.archive.org/web/2006/http://www3.ca.com/securityadvisor/newsinfo/collateral.aspx?cid=97428
http://www.securityfocus.com/archive/1/456711
mailto:%20comment@cve.report
http://cve.report/vendor/broadcom
http://cve.report/software/broadcom/brightstor_arcserve_backup_server
http://cve.report/vendor/ca
http://cve.report/software/ca/brightstor_arcserve_backup_server
http://cve.report/vendor/ca
http://cve.report/software/ca/brightstor_arcserve_backup_server
https://cve.report/CVE-2006-6916
https://cve.report/CVE-2006-6918
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