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CVE CVE-2006-6952
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-01-24 23:28:00 UTC
Updated 2026-04-23 00:35:47 UTC
Description Computer Associates Host Intrusion Prevention System (HIPS) drivers (1) Core kmxstart.sys 6.5.4.31 and (2) Firewall kmx{

/ |

Risk And Classification

Primary CVSS: v2.0 7.2 from nvd@nist.gov
AV:L/AC:L/Au:N/C:C/I:.C/A:C

Problem Types: NVD-CWE-Other | n/a

CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ca Host-based Intrusion Prevention System core_6.5.4.31 All All All


https://cve.report/
https://cve.report/CVE-2006-6952/mitre
https://cve.report/CVE-2006-6952/nist
https://cve.report/CVE-2006-6952/cve_org
https://cve.report/api/cve/CVE-2006-6952.json
https://cve.report/CVE-2006-6952.pdf
http://cve.report/vendor/ca
http://cve.report/software/ca/host-based_intrusion_prevention_system

Application Ca Host-based Intrusion Prevention System firewall_6.5.4.10

All All All

Vendor Declared Affected Products

Source Vendor Product Version

CNA Na N/a affected n/a

Platforms

Not specified

References

Reference

401 Unauthorized

CA Personal Firewall HIPS engine multiple privilege escalation vulnerabilities
www.osvdb.org/30498

Computer Associates Multiple Products Drivers Multiple Local Privilege Escalation Vulenrabilities
www.osvdb.org/30497

SecurityFocus

SecurityFocus

CA Personal Firewall Multiple Privilege Escalation Vulnerabilities - CA
SecurityFocus

CA Personal Firewall HIPS Drivers Privilege Escalation - Advisories - Secunia
CVE Program record
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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