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AUNACLAUNCPINAN Certain versions of Opera Browser from Opera contain the following
vulnerability:

Opera 9.10 Final allows remote attackers to bypass the Fraud
Protection mechanism by adding certain characters to the end of a
domain name, as demonstrated by the "." and "/" characters, which is
not caught by the blacklist filter.

CVE-2006-6970 has been assigned by [f] cve@mitre.org to track the vulnerability

CVSS2 Score: ~5-MEDIUM

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link
SecurityFocus () BUGTRAQ 20070206 Firefox 2.0.0.1 and Opera 9.10 Anty Fraud/Phishing
Protection bypass.
... kaneda.bohater.net  [IETIET ) MISC kaneda.bohater.net/security/20061220-
Vendor Advisory opera_9.10_final_bypass_fraud_protection.php
web.archive.org
Not Archived
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comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Opera Opera Browser 9.10 All All All
Application Opera Opera Browser 9.10 All All All

cpe:2.3:a:opera:opera_browser:9.10:*:*:*:*:*:*:*:

cpe:2.3:a:opera:opera_browser:9.10:*:*:**:**:*:

No vendor comments have been submitted for this CVE
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