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CVE-2006-7078

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNACMAUNCNIPAN Certain versions of Professional Home Page Tools Login Script from
Professional Home Page Tools Login Script contain the following
vulnerability:

Multiple cross-site scripting (XSS) vulnerabilities in Professional Home
Page Tools Login Script, as of July 2006, allow remote attackers to
inject arbitrary web script or HTML via the (1) name, (2) vorname, and
(3) nachname parameters in the register script. NOTE: some details
have been obtained from third party sources.

CVE-2006-7078 has been assigned by [f] cve@mitre.org to track the vulnerability

CVSS2 Score: (EEEMEDIN) |

Access Access Authentication
Vector Complexity

NETWORK [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References
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https://cve.report/
https://cve.report/CVE-2006-7078/mitre
https://cve.report/CVE-2006-7078/nist
https://cve.report/CVE-2006-7078/cve_org
https://cve.report/CVE-2006-7078.pdf
http://cve.report/software/professional_home_page_tools_login_script/professional_home_page_tools_login_script
http://cve.report/vendor/professional_home_page_tools_login_script
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.vupen.com/english/advisories/2006/2981
https://web.archive.org/web/2006/http://lists.grok.org.uk/pipermail/full-disclosure/2006-July/048194.html
https://web.archive.org/web/2006/http://secunia.com/advisories/21206
http://securityreason.com/securityalert/2329

SecurityFocus ) BUGTRAQ 20060725 Professional Home Page
Tools Login Script Cross Site Scripting Vulnerabilities

IBM X-Force Exchange € XF phpt-login-xss(27967)

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Professional Home Page Tools Login Professional Home Page Tools Login All All All All

Script Script
Application Professional Home Page Tools Login Professional Home Page Tools Login All All All All

Script Script

cpe:2.3:a:professional_home_page_tools_login_script:professional_home_page_tools_login_script:*:*:*:*:*:*:*:*:

cpe:2.3:a:professional_home_page_tools_login_script:professional_home_page_tools_login_script:*:*:*:*:*:*:*:*:

No vendor comments have been submitted for this CVE
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