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CVE CVE-2006-7108
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2007-03-04 22:19:00 UTC
Updated 2017-10-11 01:31:00 UTC
Description login in util-linux-2.12a skips pam_acct_mgmt and chauth_tok when authentication is skipped, such as when a Kerberos krl
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Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition
Application Andries Brouwer Util-linux 2.12a All All
Application Andries Brouwer Util-linux 2.12a All All

Language

All

All

References

Reference Source
rPath update for util-linux - Advisories - Secunia SECUNIA
Repository / Oval Repository OVAL
Mandriva update for util-linux - Advisories - Secunia SECUNIA
issues.rpath.com/browse/RPL-1359 CONFIRM
Support REDHAT
Support / Security / Advisories / / MDKSA-2007:111 | Mandriva MANDRIVA

177331 — CVE-2006-7108 login omits pam_acct_mgmt & pam_chauthtok when authentication is skipped. CONFIRM

Util-linux Login Security Bypass Vulnerability BID

ASA-2007-252 (RHSA-2007-0235) CONFIRM
Avaya Products util-linux Security Issue - Advisories - Secunia SECUNIA
Red Hat Update for Multiple Packages - Advisories - Secunia SECUNIA

CVE Program record CVE.ORG

Link

secunia.com
oval.cisecurity.org
secunia.com
issues.rpath.com
www.redhat.com
www.mandriva.cor
bugzilla.redhat.corr
www.securityfocus.
support.avaya.com
secunia.com
secunia.com

Www.cve.org


https://cve.report/
https://cve.report/CVE-2006-7108/mitre
https://cve.report/CVE-2006-7108/nist
https://cve.report/CVE-2006-7108/cve_org
https://cve.report/CVE-2006-7108.pdf
http://cve.report/vendor/andries_brouwer
http://cve.report/software/andries_brouwer/util-linux
http://cve.report/vendor/andries_brouwer
http://cve.report/software/andries_brouwer/util-linux
http://secunia.com/advisories/25692
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A9689
http://secunia.com/advisories/25530
https://issues.rpath.com/browse/RPL-1359
http://www.redhat.com/support/errata/RHSA-2007-0235.html
http://www.mandriva.com/security/advisories?name=MDKSA-2007:111
https://bugzilla.redhat.com/bugzilla/show_bug.cgi?id=177331
http://www.securityfocus.com/bid/24321
http://support.avaya.com/elmodocs2/security/ASA-2007-252.htm
http://secunia.com/advisories/25935
http://secunia.com/advisories/25098
https://www.cve.org/CVERecord?id=CVE-2006-7108

NVD vulnerability detail NVD nvd.nist.gov
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Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2007-09-07 Mark J Cox  Red Hat Enterprise Linux 5 is not vulnerable to this issue as it contains a backported patch. This

-l
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There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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