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CVE CVE-2006-7160
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-03-07 20:19:00 UTC
Updated 2018-10-16 16:29:00 UTC
Description The Sandbox.sys driver in Outpost Firewall PRO 4.0, and possibly earlier versions, does not validate arguments to hooked

/ |

1|

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Agnitum Outpost Firewall All All pro All

Reference Source Link Tags

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Outpost Firewall PRO Multiple Local Denial of Service Vulnerabilities BID www.securityfocus.com

SecurityFocus BUGTRAQ www.securityfocus.com

Outpost Firewall Pro Hooked Functions Denial of Service - Advisories - Secunia  SECUNIA  secunia.com Vendor Ad\

CXSecurity - IDS SREASON  securityreason.com

Advisory 2006-11-15.01 - matousec.com MISC www.matousec.com Vendor Ad

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com Vendor Ad\

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, ¢
| |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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http://www.securityfocus.com/bid/21097
http://www.securityfocus.com/archive/1/451672/100/0/threaded
http://secunia.com/advisories/22913
http://securityreason.com/securityalert/2376
http://www.matousec.com/info/advisories/Outpost-Multiple-insufficient-argument-validation-of-hooked-SSDT-functions.php
http://www.vupen.com/english/advisories/2006/4537
https://www.cve.org/CVERecord?id=CVE-2006-7160
https://nvd.nist.gov/vuln/detail/CVE-2006-7160
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