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CVE CVE-2006-7176
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2007-03-27 23:19:00 UTC
Updated 2017-10-11 01:31:00 UTC
Description The version of Sendmail 8.13.1-2 on Red Hat Enterprise Linux 4 Update 4 and earlier does not reject the "localhost.localdo

1|

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Edition

All

All

All

All

Language
All
All
All

All

Type Vendor Product Version Update

Operating System Redhat Enterprise Linux 4.0 update4

Operating System Redhat Enterprise Linux 4.0 update4

Application Sendmail Sendmail 8.13.1.2 All

Application Sendmail Sendmail 8.13.1.2 All
References

Reference

171838 — CVE-2006-7176 sendmail allows external mail with from address xxx@localhost.localdomain
Support

Repository / Oval Repository

Red Hat Update for Multiple Packages - Advisories - Secunia

Avaya Products sendmail Weakness - Secunia.com

Red Hat Sendmail Localhost.Localdomain Email Spoofing Vulnerability

ASA-2007-248 (RHSA-2007-0252)

CVE Program record

NVD vulnerability detail

1

Source

MISC

REDHAT

OVAL

SECUNIA

SECUNIA

BID

CONFIRM

CVE.ORG

NVD

Link
bugzilla.redhat.com
www.redhat.com
oval.cisecurity.org
secunia.com
secunia.com
www.securityfocus.con
support.avaya.com
WWW.Cve.org

nvd.nist.gov

B ARR AR AR R AARAA |


https://cve.report/
https://cve.report/CVE-2006-7176/mitre
https://cve.report/CVE-2006-7176/nist
https://cve.report/CVE-2006-7176/cve_org
https://cve.report/CVE-2006-7176.pdf
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux
http://cve.report/vendor/sendmail
http://cve.report/software/sendmail/sendmail
http://cve.report/vendor/sendmail
http://cve.report/software/sendmail/sendmail
https://bugzilla.redhat.com/bugzilla/show_bug.cgi?id=171838
http://www.redhat.com/support/errata/RHSA-2007-0252.html
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A11499
http://secunia.com/advisories/25098
http://secunia.com/advisories/25743
http://www.securityfocus.com/bid/23742
http://support.avaya.com/elmodocs2/security/ASA-2007-248.htm
https://www.cve.org/CVERecord?id=CVE-2006-7176
https://nvd.nist.gov/vuln/detail/CVE-2006-7176

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
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