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Certain versions of Linux Kernel from Linux contain the following
vulnerability:

The compat_sys_mount function in fs/compat.c in Linux kernel 2.6.20
and earlier allows local users to cause a denial of service (NULL
pointer dereference and oops) by mounting a smbfs file system in
compatibility mode ("mount -t smbfs").
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CVE References

Description Tags Link

rhn.redhat.com | Red Hat
Support

web.archive.org

text/html

Inactive Link Not Archived

 REDHAT RHSA-2007:0488

Advisories | Mandriva www.mandriva.com

text/html

 MANDRIVA MDKSA-2007:171

Repository / Oval Repository oval.cisecurity.org

text/html

 OVAL oval:org.mitre.oval:def:10941

Debian -- Security Information
-- DSA-1504-1 kernel-source-
2.6.8

www.debian.org

Depreciated Link

text/html

 DEBIAN DSA-1504

Security Announcement web.archive.org

text/html

Inactive Link Not Archived

 SUSE SUSE-SA:2007:035

CVE-2006-7203 has been assigned by  cve@mitre.org to track the vulnerability

 �

�

https://cve.report/
https://cve.report/CVE-2006-7203/mitre
https://cve.report/CVE-2006-7203/nist
https://cve.report/CVE-2006-7203/cve_org
https://cve.report/CVE-2006-7203.pdf
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://web.archive.org/web/2006/http://rhn.redhat.com/errata/RHSA-2007-0488.html
http://www.mandriva.com/security/advisories?name=MDKSA-2007:171
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A10941
http://www.debian.org/security/2008/dsa-1504
https://web.archive.org/web/2006/http://www.novell.com/linux/security/advisories/2007_35_kernel.html


Inactive Link Not Archived

USN-486-1: Linux kernel
vulnerabilities | Ubuntu

www.ubuntu.com

text/html

 UBUNTU USN-486-1

Webmail : Solution de
messagerie professionnelle -
OVHcloud- OVH

www.vupen.com

text/html

 VUPEN ADV-2007-2209

Avaya Products Linux Kernel
Multiple Vulnerabilities -
Advisories - Secunia

web.archive.org

text/html

 SECUNIA 26289

ASA-2007-287 (RHSA-2007-
0488)

support.avaya.com

text/html

 CONFIRM support.avaya.com/elmodocs2/security/ASA-2007-287.htm

Security Announcement web.archive.org

text/html

Inactive Link Not Archived

 SUSE SUSE-SA:2007:043

Support / Security / Advisories
/ / MDKSA-2007:196 |
Mandriva

www.mandriva.com

text/html

 MANDRIVA MDKSA-2007:196

USN-489-1: Linux kernel
vulnerabilities | Ubuntu

www.ubuntu.com

text/html

 UBUNTU USN-489-1

Red Hat update for kernel -
Advisories - Secunia

web.archive.org

text/html

 SECUNIA 25700

Linux Kernel
"compat_sys_mount()" Denial
of Service Security Issue -
Advisories - Secunia

web.archive.org

text/html

 SECUNIA 25682

Ubuntu update for kernel and
redhat-cluster-suite - Secunia
Advisories - Vulnerability
Intelligence - Secunia.com

web.archive.org

text/html

 SECUNIA 26139

SUSE update for kernel -
Secunia Advisories -
Vulnerability Intelligence -
Secunia.com

web.archive.org

text/html

 SECUNIA 25683

Red Hat update for kernel -
Advisories - Secunia

web.archive.org

text/html

 SECUNIA 25838

SUSE update for kernel -
Advisories - Secunia

web.archive.org

text/html

 SECUNIA 25961

rhn.redhat.com | Red Hat
Support

web.archive.org

text/html

Inactive Link Not Archived

 REDHAT RHSA-2007:0376

Ubuntu update for kernel -
Advisories - Secunia

web.archive.org

text/html

 SECUNIA 26133

Mandriva update for kernel -
Advisories - Secunia

web.archive.org

text/html

 SECUNIA 26620

Debian update for kernel -
Secunia Advisories -
Vulnerability Information -
Secunia.com

web.archive.org

text/html

 SECUNIA 29058

Exploit

Vendor Advisory

git.kernel.org

 CONFIRM git.kernel.org/?p=linux/kernel/git/torvalds/linux-
2.6.git;a=commitdiff_plain;h=822191a2fa1584a29c3224ab328507adcaeac1ab
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By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Operating
System

Linux Linux Kernel All All All All

No vendor comments have been submitted for this CVE
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