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Summary

CVE CVE-2006-7205

State PUBLISHED

Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-05-24 02:30:00 UTC

Updated 2026-04-23 00:35:47 UTC

Description The array_fill function in ext/standard/array.c in PHP 4.4.2 and 5.1.2 allows context-dependent attackers to cause a denial of service (memory consumption) via a large num value.

Risk And Classification

Primary CVSS: v2.0 5 from nvd@nist.gov

AV:N/AC:L/Au:N/C:N/I:N/A:P

Problem Types: NVD-CWE-Other | n/a

CVSS v2.0 Breakdown

AV:N/AC:L/Au:N/C:N/I:N/A:P

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Php Group Php 4.4.2 All All All

Application Php Group Php 5.1.2 All All All

Access Vector

Network

Access Complexity

Low

Authentication

None

Confidentiality

None

Integrity

None

Availability

Partial

https://cve.report/
https://cve.report/CVE-2006-7205/mitre
https://cve.report/CVE-2006-7205/nist
https://cve.report/CVE-2006-7205/cve_org
https://cve.report/api/cve/CVE-2006-7205.json
https://cve.report/CVE-2006-7205.pdf
http://cve.report/vendor/php_group
http://cve.report/software/php_group/php


Application Php Group Php 5.1.2 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

References

Reference

www.osvdb.org/24945

SecurityTracker.com Archives - PHP wordwrap(), array_fill(), and substr_compare() Bugs Let Remote Users Deny Service or Execute Arbitrary Code

INFIGO IS Security Advisory #INFIGO-2006-04-02 | Infigo

CVE Program record

NVD vulnerability detail

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2007-05-29 Mark J Cox The memory_limit configuration option is used to constrain the amount of memory which a script can consume during execution. If this setting is disabled (or set unreasonably high), it is expected behaviour that scripts will be able to consume large amounts of memory during script execution. The memory_limit setting is enabled by default in all versions of PHP distributed in Red Hat Enterprise Linux and Application Stack.

There are currently no legacy QID mappings associated with this CVE.
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