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Summary

CVE CVE-2006-7215

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-07-03 21:30:00 UTC

Updated 2008-09-05 21:16:00 UTC

Description The Intel Core 2 Extreme processor X6800 and Core 2 Duo desktop processor E6000 and E4000 incorrectly set the memory page Access (A) bit for a page in certain circumstances involving proximity of the code segment limit to the end of a code page, which has unknown impact and attack vectors on certain operating systems other than OpenBSD, aka AI90.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Intel Core 2 Duo E4000 All All All All

Hardware Intel Core 2 Duo E4000 All All All All

Hardware Intel Core 2 Duo E6000 All All All All

Hardware Intel Core 2 Duo E6000 All All All All

Hardware Intel Core 2 Extreme X6800 All All All All

Hardware Intel Core 2 Extreme X6800 All All All All

References

Reference Source Link Tags

Full Disclosure: Re: Intel Core 2 CPUs are buggy. Patch your cpus :D FULLDISC seclists.org

Intel CORE 2 Multiple Local Denial Of Service Vulnerabilities BID www.securityfocus.com Patch, Vendor Advisory

Not Found MISC www.geek.com

'Intel Core 2' - MARC MLIST marc.info

download.intel.com/design/processor/specupdt/31327914.pdf CONFIRM download.intel.com

Matasano Chargen » Theo de Raadt: Intel CORE 2 Bugs “Assuredly” Exploitable From Userland MISC www.matasano.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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