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CVE CVE-2006-7227
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-11-14 21:46:00 UTC
Updated 2023-11-07 01:59:00 UTC
Description

/ |

Risk And Classification

Integer overflow in Perl-Compatible Regular Expression (PCRE) library before 6.7 allows context-dependent attackers to ex

1|

Problem Types: CWE-189

NVD Known Affected Configurations (CPE 2.3)

Vendor Product Version

Type

Application Pcre Pcre All All

Update

Edition Language

All All

References

Reference

Chicken: Multiple vulnerabilities — Gentoo Linux Documentation
PCRE Regex Parsing Multiple Vulnerabilities - Advisories - Secunia
Red Hat Customer Portal

Gentoo update for goffice - Advisories - Secunia

SUSE update for pcre - Advisories - Secunia

Gentoo update for pcre - Advisories - Secunia
www.pcre.org/changelog.txt

Gentoo Linux Documentation -- PCRE: Multiple vulnerabilities
PCRE Regular Expression Library Multiple Integer and Buffer Overflow Vulnerabilities
Gentoo Linux Documentation -- R: Multiple vulnerabilities

Gentoo Linux Documentation -- Kazehakase: Multiple vulnerabilities
rhn.redhat.com | Red Hat Support

Support / Security / Advisories / / MDVSA-2008:030 | Mandriva

Source

GENTOO

SECUNIA

MISC

SECUNIA

SECUNIA

SECUNIA

CONFIRM

GENTOO

BID

GENTOO

GENTOO

REDHAT

MANDRIVA

Link Tags
security.gentoo.org
secunia.com Patch
access.redhat.com
secunia.com

secunia.com

secunia.com

www.pcre.org
security.gentoo.org
www.securityfocus.com
security.gentoo.org
security.gentoo.org

Patch

www.redhat.com

www.mandriva.com


https://cve.report/
https://cve.report/CVE-2006-7227/mitre
https://cve.report/CVE-2006-7227/nist
https://cve.report/CVE-2006-7227/cve_org
https://cve.report/api/cve/CVE-2006-7227.json
https://cve.report/CVE-2006-7227.pdf
http://cve.report/vendor/pcre
http://cve.report/software/pcre/pcre
http://security.gentoo.org/glsa/glsa-200805-11.xml
http://secunia.com/advisories/27582
https://access.redhat.com/errata/RHSA-2007:1052
http://secunia.com/advisories/28714
http://secunia.com/advisories/27773
http://secunia.com/advisories/27741
http://www.pcre.org/changelog.txt
http://security.gentoo.org/glsa/glsa-200711-30.xml
http://www.securityfocus.com/bid/26462
http://security.gentoo.org/glsa/glsa-200801-02.xml
http://security.gentoo.org/glsa/glsa-200801-18.xml
http://www.redhat.com/support/errata/RHSA-2007-1052.html
http://www.mandriva.com/security/advisories?name=MDVSA-2008:030

Chicken PCRE Buffer Overflow Vulnerability - Advisories - Secunia SECUNIA secunia.com

[security-announce] SUSE Security Announcement: php4, php5 (SUSE-SA:2008 SUSE lists.opensuse.org
Repository / Oval Repository OVAL oval.cisecurity.org
Gentoo Linux Documentation -- GOffice: Multiple vulnerabilities GENTOO security.gentoo.org
SUSE update for php4 and php5 - Advisories - Secunia SECUNIA secunia.com
Gentoo update for R - Advisories - Secunia SECUNIA secunia.com
ASA-2007-493 (RHSA-2007-1052) CONFIRM  support.avaya.com
access.redhat.com | CVE-2006-7227 MISC access.redhat.com
Gentoo update for chicken - Advisories - Secunia SECUNIA secunia.com
CESA-2007-006 - rev 3 MISC scary.beasts.org
Gentoo update for kazehakase - Advisories - Secunia SECUNIA secunia.com
Debian -- Security Information -- DSA-1570-1 kazehakase DEBIAN www.debian.org
Gentoo Bug 198976 - dev-lang/R < 2.2.1-r1 Multiple issues in embedded PCRE MISC bugs.gentoo.org

Avaya Products PCRE Regex Parsing Multiple Vulnerabilities - Advisories - Secunia SECUNIA secunia.com

R PCRE Multiple Vulnerabilities - Advisories - Secunia SECUNIA secunia.com

Debian update for kazehakase - Advisories - Secunia SECUNIA secunia.com

383341 — (CVE-2006-7227) CVE-2006-7227 pcre integer overflow MISC bugzilla.redhat.com

Security Announcement SUSE www.novell.com

CVE Program record CVE.ORG WWW.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, ar
il | |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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http://secunia.com/advisories/30155
http://lists.opensuse.org/opensuse-security-announce/2008-01/msg00006.html
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A10408
http://security.gentoo.org/glsa/glsa-200801-19.xml
http://secunia.com/advisories/28658
http://secunia.com/advisories/28406
http://support.avaya.com/elmodocs2/security/ASA-2007-493.htm
https://access.redhat.com/security/cve/CVE-2006-7227
http://secunia.com/advisories/30219
http://scary.beasts.org/security/CESA-2007-006.html
http://secunia.com/advisories/28720
http://www.debian.org/security/2008/dsa-1570
http://bugs.gentoo.org/show_bug.cgi?id=198976
http://secunia.com/advisories/27869
http://secunia.com/advisories/28414
http://secunia.com/advisories/30106
https://bugzilla.redhat.com/show_bug.cgi?id=383341
http://www.novell.com/linux/security/advisories/2007_62_pcre.html
https://www.cve.org/CVERecord?id=CVE-2006-7227
https://nvd.nist.gov/vuln/detail/CVE-2006-7227
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://cve.report/api
https://status.cve.report
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