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CVE CVE-2006-7228
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2007-11-14 21:46:00 UTC
Updated 2023-11-07 01:59:00 UTC
Description Integer overflow in Perl-Compatible Regular Expression (PCRE) library before 6.7 might allow context-dependent attackers

1|

Problem Types: CWE-189

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Pcre Pcre All All All All

References

Reference Source
Red Hat Customer Portal MISC
ASA-2007-505 (RHSA-2007-1068) CONFIRM
Chicken: Multiple vulnerabilities — Gentoo Linux Documentation GENTOO
PCRE Regex Parsing Multiple Vulnerabilities - Advisories - Secunia SECUNIA
Avaya Products PCRE Multiple Vulnerabilities - Advisories - Secunia SECUNIA
VMware ESX Server Multiple Updates - Advisories - Secunia SECUNIA

[Security-announce] VMSA-2008-0003 Moderate: Updated aacraid driver and samba and python service console updates MLIST

Gentoo update for goffice - Advisories - Secunia SECUNIA
SecurityFocus BUGTRAQ
Support REDHAT
Gentoo Linux Documentation -- Python: PCRE Integer overflow GENTOO
SUSE update for pcre - Advisories - Secunia SECUNIA

Gentoo update for pcre - Advisories - Secunia SECUNIA
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https://cve.report/api/cve/CVE-2006-7228.json
https://cve.report/CVE-2006-7228.pdf
http://cve.report/vendor/pcre
http://cve.report/software/pcre/pcre
https://access.redhat.com/errata/RHSA-2007:1063
http://support.avaya.com/elmodocs2/security/ASA-2007-505.htm
http://security.gentoo.org/glsa/glsa-200805-11.xml
http://secunia.com/advisories/27582
http://secunia.com/advisories/28041
http://secunia.com/advisories/29032
http://lists.vmware.com/pipermail/security-announce/2008/000005.html
http://secunia.com/advisories/28714
http://www.securityfocus.com/archive/1/490917/100/0/threaded
http://www.redhat.com/support/errata/RHSA-2007-1076.html
http://security.gentoo.org/glsa/glsa-200802-10.xml
http://secunia.com/advisories/27773
http://secunia.com/advisories/27741

Red Hat update for pcre - Advisories - Secunia

rhn.redhat.com | Red Hat Support

www.pcre.org/changelog.txt

rhn.redhat.com | Red Hat Support

Gentoo update for python - Advisories - Secunia

Red Hat Customer Portal

Gentoo Linux Documentation -- PCRE: Multiple vulnerabilities

VMware ESX Server Multiple Security Updates - Advisories - Secunia

PCRE Regular Expression Library Multiple Integer and Buffer Overflow Vulnerabilities
Gentoo Linux Documentation -- R: Multiple vulnerabilities

Gentoo Linux Documentation -- Kazehakase: Multiple vulnerabilities

Webmail - OVH

Support / Security / Advisories / / MDVSA-2008:030 | Mandriva

Red Hat update for python - Advisories - Secunia

Chicken PCRE Buffer Overflow Vulnerability - Advisories - Secunia
[security-announce] SUSE Security Announcement: php4, php5 (SUSE-SA:2008
rhn.redhat.com | Red Hat Support

Gentoo Linux Documentation -- GOffice: Multiple vulnerabilities

Webmail - OVH

SUSE update for php4 and php5 - Advisories - Secunia

SecurityFocus

Red Hat Customer Portal

Gentoo update for R - Advisories - Secunia

rhn.redhat.com | Red Hat Support

Support / Security / Advisories / / MDVSA-2008:012 | Mandriva

Red Hat update for php - Secunia Advisories - Vulnerability Intelligence - Secunia.com
Red Hat Customer Portal

Gentoo update for chicken - Advisories - Secunia

CESA-2007-006 - rev 3

Repository / Oval Repository

Gentoo update for kazehakase - Advisories - Secunia

Debian -- Security Information -- DSA-1570-1 kazehakase

Gentoo Bug 198976 - dev-lang/R < 2.2.1-r1 Multiple issues in embedded PCRE
Red Hat Customer Portal

Red Hat update for python - Advisories - Secunia
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http://security.gentoo.org/glsa/glsa-200711-30.xml
http://secunia.com/advisories/29785
http://www.securityfocus.com/bid/26462
http://security.gentoo.org/glsa/glsa-200801-02.xml
http://security.gentoo.org/glsa/glsa-200801-18.xml
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http://www.mandriva.com/security/advisories?name=MDVSA-2008:030
http://secunia.com/advisories/28027
http://secunia.com/advisories/30155
http://lists.opensuse.org/opensuse-security-announce/2008-01/msg00006.html
http://www.redhat.com/support/errata/RHSA-2007-1063.html
http://security.gentoo.org/glsa/glsa-200801-19.xml
http://www.vupen.com/english/advisories/2008/0637
http://secunia.com/advisories/28658
http://www.securityfocus.com/archive/1/488457/100/0/threaded
https://access.redhat.com/errata/RHSA-2007:1077
http://secunia.com/advisories/28406
http://www.redhat.com/support/errata/RHSA-2007-1068.html
http://www.mandriva.com/security/advisories?name=MDVSA-2008:012
http://secunia.com/advisories/31124
https://access.redhat.com/errata/RHSA-2008:0546
http://secunia.com/advisories/30219
http://scary.beasts.org/security/CESA-2007-006.html
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A10810
http://secunia.com/advisories/28720
http://www.debian.org/security/2008/dsa-1570
http://bugs.gentoo.org/show_bug.cgi?id=198976
https://access.redhat.com/errata/RHSA-2007:1076
http://secunia.com/advisories/28050

Red Hat Customer Portal MISC ace
Bug 383371 — CVE-2006-7228 pcre integer overflow MISC bug
rhn.redhat.com | Red Hat Support REDHAT WW
access.redhat.com | CVE-2006-7228 MISC acc
R PCRE Multiple Vulnerabilities - Advisories - Secunia SECUNIA se(
rhn.redhat.com | Red Hat Support REDHAT WW
Red Hat Customer Portal MISC acc
[Security-announce] VMSA-2008-0007 Moderate Updated Service Console packages pcre, net-snmp, and OpenPegasus  MLIST list
Debian update for kazehakase - Advisories - Secunia SECUNIA sec
Security Announcement SUSE WW
CVE Program record CVE.ORG WW
NVD vulnerability detail NVD nvc
(| | 1|

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to

this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,

completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY

consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This

site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web

site. This site includes MITRE data granted under the following license.
Free CVE JSON API cve.report/api

CVE.report and Source URL Uptime Status status.cve.report


https://access.redhat.com/errata/RHSA-2007:1068
https://bugzilla.redhat.com/show_bug.cgi?id=383371
http://www.redhat.com/support/errata/RHSA-2008-0546.html
https://access.redhat.com/security/cve/CVE-2006-7228
http://secunia.com/advisories/28414
http://www.redhat.com/support/errata/RHSA-2007-1077.html
https://access.redhat.com/errata/RHSA-2007:1059
http://lists.vmware.com/pipermail/security-announce/2008/000014.html
http://secunia.com/advisories/30106
http://www.novell.com/linux/security/advisories/2007_62_pcre.html
https://www.cve.org/CVERecord?id=CVE-2006-7228
https://nvd.nist.gov/vuln/detail/CVE-2006-7228
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://cve.report/api
https://status.cve.report

	CVE-2006-7228
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References


