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Summary

CVE CVE-2006-7232

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-12-31 05:00:00 UTC

Updated 2018-10-17 17:59:00 UTC

Description sql_select.cc in MySQL 5.0.x before 5.0.32 and 5.1.x before 5.1.14 allows remote authenticated users to cause a denial of service (crash) via an EXPLAIN SELECT FROM on the INFORMATION_SCHEMA table, as originally demonstrated using ORDER BY.

Risk And Classification

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 6.06 All All All

Operating System Canonical Ubuntu Linux 6.10 All All All

Operating System Canonical Ubuntu Linux 7.04 All All All

Operating System Canonical Ubuntu Linux 7.10 All All All

Operating System Canonical Ubuntu Linux 6.06 All All All

Operating System Canonical Ubuntu Linux 6.10 All All All

Operating System Canonical Ubuntu Linux 7.04 All All All

Operating System Canonical Ubuntu Linux 7.10 All All All

Application Mysql Mysql All All All All

Application Mysql Mysql All All All All

References

Reference Source Link

MySQL AB :: MySQL 5.1 Reference Manual :: E.1.2 Changes in release 5.1.14 (05 December 2006) CONFIRM dev.mysql.com

SUSE Update for Multiple Packages - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

[security-announce] SUSE Security Summary Report SUSE-SR:2008:017 SUSE lists.opensuse.org

MySQL Bugs: #22413: EXPLAIN SELECT FROM view with ORDER BY yield server crash CONFIRM bugs.mysql.com
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Support REDHAT www.redhat.com

Red Hat update for mysql - Advisories - Secunia SECUNIA secunia.com

USN-588-1: MySQL vulnerabilities | Ubuntu UBUNTU www.ubuntu.com

Repository / Oval Repository OVAL oval.cisecurity.org

Ubuntu update for mysql-dfsg-5.0 - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

MySQL INFORMATION_SCHEMA Remote Denial Of Service Vulnerability BID www.securityfocus.com

MySQL AB :: MySQL 5.0 Reference Manual :: E.1.3 Release Notes for MySQL Enterprise 5.0.32 (20 December 2006) CONFIRM dev.mysql.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2008-07-25 Mark J Cox This issue did not affect the MySQL packages as shipped in Red Hat Enterprise Linux 2.1, 3, and 4 as they did not support INFORMATION_SCHEMA, introduced in MySQL version 5. MySQL packages as shipped in Red Hat Enterprise Linux 5 were fixed via: https://rhn.redhat.com/errata/RHSA-2008-0364.html The MySQL packages as shipped in Red Hat Application Stack v1 and v2 are based on upstream version which has the fix included.

There are currently no legacy QID mappings associated with this CVE.
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