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Summary

CVE CVE-2006-7234

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-10-27 17:21:00 UTC

Updated 2017-10-11 01:31:00 UTC

Description Untrusted search path vulnerability in Lynx before 2.8.6rel.4 allows local users to execute arbitrary code via malicious (1) .mailcap and (2) mime.types files in the current working directory.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Lynx Lynx 2.8.1 dev.1 All All

Application Lynx Lynx 2.8.1 dev.10 All All

Application Lynx Lynx 2.8.1 dev.11 All All

Application Lynx Lynx 2.8.1 dev.12 All All

Application Lynx Lynx 2.8.1 dev.13 All All

Application Lynx Lynx 2.8.1 dev.14 All All

Application Lynx Lynx 2.8.1 dev.15 All All

Application Lynx Lynx 2.8.1 dev.16 All All

Application Lynx Lynx 2.8.1 dev.17 All All

Application Lynx Lynx 2.8.1 dev.18 All All

Application Lynx Lynx 2.8.1 dev.19 All All

Application Lynx Lynx 2.8.1 dev.2 All All

Application Lynx Lynx 2.8.1 dev.20 All All

Application Lynx Lynx 2.8.1 dev.21 All All

Application Lynx Lynx 2.8.1 dev.22 All All

Application Lynx Lynx 2.8.1 dev.23 All All

Application Lynx Lynx 2.8.1 dev.24 All All
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Application Lynx Lynx 2.8.1 dev.24 All All

Application Lynx Lynx 2.8.1 dev.26 All All

Application Lynx Lynx 2.8.1 dev.27 All All

Application Lynx Lynx 2.8.1 dev.28 All All

Application Lynx Lynx 2.8.1 dev.29 All All

Application Lynx Lynx 2.8.1 dev.3 All All

Application Lynx Lynx 2.8.1 dev.4 All All

Application Lynx Lynx 2.8.1 dev.5 All All

Application Lynx Lynx 2.8.1 dev.6 All All

Application Lynx Lynx 2.8.1 dev.7 All All

Application Lynx Lynx 2.8.1 dev.8 All All

Application Lynx Lynx 2.8.1 dev.9 All All

Application Lynx Lynx 2.8.1 pre.1 All All

Application Lynx Lynx 2.8.1 pre.10 All All

Application Lynx Lynx 2.8.1 pre.11 All All

Application Lynx Lynx 2.8.1 pre.2 All All

Application Lynx Lynx 2.8.1 pre.3 All All

Application Lynx Lynx 2.8.1 pre.4 All All

Application Lynx Lynx 2.8.1 pre.5 All All

Application Lynx Lynx 2.8.1 pre.6 All All

Application Lynx Lynx 2.8.1 pre.7 All All

Application Lynx Lynx 2.8.1 pre.8 All All

Application Lynx Lynx 2.8.1 pre.9 All All

Application Lynx Lynx 2.8.1 rel.1 All All

Application Lynx Lynx 2.8.1 rel.2 All All

Application Lynx Lynx 2.8.2 dev.1 All All

Application Lynx Lynx 2.8.2 dev.10 All All

Application Lynx Lynx 2.8.2 dev.11 All All

Application Lynx Lynx 2.8.2 dev.12 All All

Application Lynx Lynx 2.8.2 dev.13 All All

Application Lynx Lynx 2.8.2 dev.14 All All

Application Lynx Lynx 2.8.2 dev.15 All All

Application Lynx Lynx 2.8.2 dev.16 All All

Application Lynx Lynx 2.8.2 dev.17 All All

Application Lynx Lynx 2.8.2 dev.18 All All

Application Lynx Lynx 2.8.2 dev.19 All All
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Application Lynx Lynx 2.8.2 dev.2 All All

Application Lynx Lynx 2.8.2 dev.20 All All

Application Lynx Lynx 2.8.2 dev.21 All All

Application Lynx Lynx 2.8.2 dev.22 All All

Application Lynx Lynx 2.8.2 dev.23 All All

Application Lynx Lynx 2.8.2 dev.24 All All

Application Lynx Lynx 2.8.2 dev.25 All All

Application Lynx Lynx 2.8.2 dev.26 All All

Application Lynx Lynx 2.8.2 dev.3 All All

Application Lynx Lynx 2.8.2 dev.4 All All

Application Lynx Lynx 2.8.2 dev.5 All All

Application Lynx Lynx 2.8.2 dev.6 All All

Application Lynx Lynx 2.8.2 dev.7 All All

Application Lynx Lynx 2.8.2 dev.8 All All

Application Lynx Lynx 2.8.2 dev.9 All All

Application Lynx Lynx 2.8.2 pre.1 All All

Application Lynx Lynx 2.8.2 pre.10 All All

Application Lynx Lynx 2.8.2 pre.11 All All

Application Lynx Lynx 2.8.2 pre.2 All All

Application Lynx Lynx 2.8.2 pre.3 All All

Application Lynx Lynx 2.8.2 pre.4 All All

Application Lynx Lynx 2.8.2 pre.5 All All

Application Lynx Lynx 2.8.2 pre.6 All All

Application Lynx Lynx 2.8.2 pre.7 All All

Application Lynx Lynx 2.8.2 pre.8 All All

Application Lynx Lynx 2.8.2 pre.9 All All

Application Lynx Lynx 2.8.2 rel.1 All All

Application Lynx Lynx 2.8.3 dev.1 All All

Application Lynx Lynx 2.8.3 dev.10 All All

Application Lynx Lynx 2.8.3 dev.11 All All

Application Lynx Lynx 2.8.3 dev.12 All All

Application Lynx Lynx 2.8.3 dev.13 All All

Application Lynx Lynx 2.8.3 dev.14 All All

Application Lynx Lynx 2.8.3 dev.15 All All

Application Lynx Lynx 2.8.3 dev.16 All All

Application Lynx Lynx 2.8.3 dev.17 All All
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Application Lynx Lynx 2.8.3 dev.17 All All

Application Lynx Lynx 2.8.3 dev.18 All All

Application Lynx Lynx 2.8.3 dev.19 All All

Application Lynx Lynx 2.8.3 dev.2 All All

Application Lynx Lynx 2.8.3 dev.20 All All

Application Lynx Lynx 2.8.3 dev.21 All All

Application Lynx Lynx 2.8.3 dev.22 All All

Application Lynx Lynx 2.8.3 dev.23 All All

Application Lynx Lynx 2.8.3 dev.3 All All

Application Lynx Lynx 2.8.3 dev.4 All All

Application Lynx Lynx 2.8.3 dev.5 All All

Application Lynx Lynx 2.8.3 dev.6 All All

Application Lynx Lynx 2.8.3 dev.7 All All

Application Lynx Lynx 2.8.3 dev.8 All All

Application Lynx Lynx 2.8.3 dev.9 All All

Application Lynx Lynx 2.8.3 pre1 All All

Application Lynx Lynx 2.8.3 pre2 All All

Application Lynx Lynx 2.8.3 pre3 All All

Application Lynx Lynx 2.8.3 pre4 All All

Application Lynx Lynx 2.8.3 pre5 All All

Application Lynx Lynx 2.8.3 pre6 All All

Application Lynx Lynx 2.8.3 pre7 All All

Application Lynx Lynx 2.8.3 pre8 All All

Application Lynx Lynx 2.8.3 rel1 All All

Application Lynx Lynx 2.8.4 dev1 All All

Application Lynx Lynx 2.8.4 dev10 All All

Application Lynx Lynx 2.8.4 dev11 All All

Application Lynx Lynx 2.8.4 dev12 All All

Application Lynx Lynx 2.8.4 dev13 All All

Application Lynx Lynx 2.8.4 dev14 All All

Application Lynx Lynx 2.8.4 dev15 All All

Application Lynx Lynx 2.8.4 dev16 All All

Application Lynx Lynx 2.8.4 dev17 All All

Application Lynx Lynx 2.8.4 dev18 All All

Application Lynx Lynx 2.8.4 dev19 All All

Application Lynx Lynx 2.8.4 dev2 All All
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Application Lynx Lynx 2.8.4 dev20 All All

Application Lynx Lynx 2.8.4 dev21 All All

Application Lynx Lynx 2.8.4 dev3 All All

Application Lynx Lynx 2.8.4 dev4 All All

Application Lynx Lynx 2.8.4 dev5 All All

Application Lynx Lynx 2.8.4 dev6 All All

Application Lynx Lynx 2.8.4 dev7 All All

Application Lynx Lynx 2.8.4 dev8 All All

Application Lynx Lynx 2.8.4 dev9 All All

Application Lynx Lynx 2.8.4 pre.1 All All

Application Lynx Lynx 2.8.4 pre.2 All All

Application Lynx Lynx 2.8.4 pre.3 All All

Application Lynx Lynx 2.8.4 pre.4 All All

Application Lynx Lynx 2.8.4 pre.5 All All

Application Lynx Lynx 2.8.4 rel.1 All All

Application Lynx Lynx 2.8.5 dev.1 All All

Application Lynx Lynx 2.8.5 dev.10 All All

Application Lynx Lynx 2.8.5 dev.11 All All

Application Lynx Lynx 2.8.5 dev.12 All All

Application Lynx Lynx 2.8.5 dev.13 All All

Application Lynx Lynx 2.8.5 dev.14 All All

Application Lynx Lynx 2.8.5 dev.15 All All

Application Lynx Lynx 2.8.5 dev.16 All All

Application Lynx Lynx 2.8.5 dev.17 All All

Application Lynx Lynx 2.8.5 dev.2 All All

Application Lynx Lynx 2.8.5 dev.3 All All

Application Lynx Lynx 2.8.5 dev.4 All All

Application Lynx Lynx 2.8.5 dev.5 All All

Application Lynx Lynx 2.8.5 dev.6 All All

Application Lynx Lynx 2.8.5 dev.7 All All

Application Lynx Lynx 2.8.5 dev.8 All All

Application Lynx Lynx 2.8.5 dev.9 All All

Application Lynx Lynx 2.8.5 pre.1 All All

Application Lynx Lynx 2.8.5 pre.2 All All

Application Lynx Lynx 2.8.5 pre.3 All All
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Application Lynx Lynx 2.8.5 pre.4 All All

Application Lynx Lynx 2.8.5 pre.5 All All

Application Lynx Lynx 2.8.5 rel.1 All All

Application Lynx Lynx 2.8.6 dev1 All All

Application Lynx Lynx 2.8.6 dev10 All All

Application Lynx Lynx 2.8.6 dev11 All All

Application Lynx Lynx 2.8.6 dev12 All All

Application Lynx Lynx 2.8.6 dev13 All All

Application Lynx Lynx 2.8.6 dev14 All All

Application Lynx Lynx 2.8.6 dev15 All All

Application Lynx Lynx 2.8.6 dev2 All All

Application Lynx Lynx 2.8.6 dev3 All All

Application Lynx Lynx 2.8.6 dev4 All All

Application Lynx Lynx 2.8.6 dev5 All All

Application Lynx Lynx 2.8.6 dev6 All All

Application Lynx Lynx 2.8.6 dev7 All All

Application Lynx Lynx 2.8.6 dev8 All All

Application Lynx Lynx 2.8.6 dev9 All All

Application Lynx Lynx 2.8.6 rel1 All All

Application Lynx Lynx 2.8.6 rel2 All All

Application Lynx Lynx 2.8.1 dev.1 All All

Application Lynx Lynx 2.8.1 dev.10 All All

Application Lynx Lynx 2.8.1 dev.11 All All

Application Lynx Lynx 2.8.1 dev.12 All All

Application Lynx Lynx 2.8.1 dev.13 All All

Application Lynx Lynx 2.8.1 dev.14 All All

Application Lynx Lynx 2.8.1 dev.15 All All

Application Lynx Lynx 2.8.1 dev.16 All All

Application Lynx Lynx 2.8.1 dev.17 All All

Application Lynx Lynx 2.8.1 dev.18 All All

Application Lynx Lynx 2.8.1 dev.19 All All

Application Lynx Lynx 2.8.1 dev.2 All All

Application Lynx Lynx 2.8.1 dev.20 All All

Application Lynx Lynx 2.8.1 dev.21 All All

Application Lynx Lynx 2.8.1 dev.22 All All

Application Lynx Lynx 2.8.1 dev.23 All All
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Application Lynx Lynx 2.8.1 dev.23 All All

Application Lynx Lynx 2.8.1 dev.24 All All

Application Lynx Lynx 2.8.1 dev.26 All All

Application Lynx Lynx 2.8.1 dev.27 All All

Application Lynx Lynx 2.8.1 dev.28 All All

Application Lynx Lynx 2.8.1 dev.29 All All

Application Lynx Lynx 2.8.1 dev.3 All All

Application Lynx Lynx 2.8.1 dev.4 All All

Application Lynx Lynx 2.8.1 dev.5 All All

Application Lynx Lynx 2.8.1 dev.6 All All

Application Lynx Lynx 2.8.1 dev.7 All All

Application Lynx Lynx 2.8.1 dev.8 All All

Application Lynx Lynx 2.8.1 dev.9 All All

Application Lynx Lynx 2.8.1 pre.1 All All

Application Lynx Lynx 2.8.1 pre.10 All All

Application Lynx Lynx 2.8.1 pre.11 All All

Application Lynx Lynx 2.8.1 pre.2 All All

Application Lynx Lynx 2.8.1 pre.3 All All

Application Lynx Lynx 2.8.1 pre.4 All All

Application Lynx Lynx 2.8.1 pre.5 All All

Application Lynx Lynx 2.8.1 pre.6 All All

Application Lynx Lynx 2.8.1 pre.7 All All

Application Lynx Lynx 2.8.1 pre.8 All All

Application Lynx Lynx 2.8.1 pre.9 All All

Application Lynx Lynx 2.8.1 rel.1 All All

Application Lynx Lynx 2.8.1 rel.2 All All

Application Lynx Lynx 2.8.2 dev.1 All All

Application Lynx Lynx 2.8.2 dev.10 All All

Application Lynx Lynx 2.8.2 dev.11 All All

Application Lynx Lynx 2.8.2 dev.12 All All

Application Lynx Lynx 2.8.2 dev.13 All All

Application Lynx Lynx 2.8.2 dev.14 All All

Application Lynx Lynx 2.8.2 dev.15 All All

Application Lynx Lynx 2.8.2 dev.16 All All

Application Lynx Lynx 2.8.2 dev.17 All All

Application Lynx Lynx 2.8.2 dev.18 All All
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Application Lynx Lynx 2.8.2 dev.19 All All

Application Lynx Lynx 2.8.2 dev.2 All All

Application Lynx Lynx 2.8.2 dev.20 All All

Application Lynx Lynx 2.8.2 dev.21 All All

Application Lynx Lynx 2.8.2 dev.22 All All

Application Lynx Lynx 2.8.2 dev.23 All All

Application Lynx Lynx 2.8.2 dev.24 All All

Application Lynx Lynx 2.8.2 dev.25 All All

Application Lynx Lynx 2.8.2 dev.26 All All

Application Lynx Lynx 2.8.2 dev.3 All All

Application Lynx Lynx 2.8.2 dev.4 All All

Application Lynx Lynx 2.8.2 dev.5 All All

Application Lynx Lynx 2.8.2 dev.6 All All

Application Lynx Lynx 2.8.2 dev.7 All All

Application Lynx Lynx 2.8.2 dev.8 All All

Application Lynx Lynx 2.8.2 dev.9 All All

Application Lynx Lynx 2.8.2 pre.1 All All

Application Lynx Lynx 2.8.2 pre.10 All All

Application Lynx Lynx 2.8.2 pre.11 All All

Application Lynx Lynx 2.8.2 pre.2 All All

Application Lynx Lynx 2.8.2 pre.3 All All

Application Lynx Lynx 2.8.2 pre.4 All All

Application Lynx Lynx 2.8.2 pre.5 All All

Application Lynx Lynx 2.8.2 pre.6 All All

Application Lynx Lynx 2.8.2 pre.7 All All

Application Lynx Lynx 2.8.2 pre.8 All All

Application Lynx Lynx 2.8.2 pre.9 All All

Application Lynx Lynx 2.8.2 rel.1 All All

Application Lynx Lynx 2.8.3 dev.1 All All

Application Lynx Lynx 2.8.3 dev.10 All All

Application Lynx Lynx 2.8.3 dev.11 All All

Application Lynx Lynx 2.8.3 dev.12 All All

Application Lynx Lynx 2.8.3 dev.13 All All

Application Lynx Lynx 2.8.3 dev.14 All All

Application Lynx Lynx 2.8.3 dev.15 All All
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Application Lynx Lynx 2.8.3 dev.16 All All

Application Lynx Lynx 2.8.3 dev.17 All All

Application Lynx Lynx 2.8.3 dev.18 All All

Application Lynx Lynx 2.8.3 dev.19 All All

Application Lynx Lynx 2.8.3 dev.2 All All

Application Lynx Lynx 2.8.3 dev.20 All All

Application Lynx Lynx 2.8.3 dev.21 All All

Application Lynx Lynx 2.8.3 dev.22 All All

Application Lynx Lynx 2.8.3 dev.23 All All

Application Lynx Lynx 2.8.3 dev.3 All All

Application Lynx Lynx 2.8.3 dev.4 All All

Application Lynx Lynx 2.8.3 dev.5 All All

Application Lynx Lynx 2.8.3 dev.6 All All

Application Lynx Lynx 2.8.3 dev.7 All All

Application Lynx Lynx 2.8.3 dev.8 All All

Application Lynx Lynx 2.8.3 dev.9 All All

Application Lynx Lynx 2.8.3 pre1 All All

Application Lynx Lynx 2.8.3 pre2 All All

Application Lynx Lynx 2.8.3 pre3 All All

Application Lynx Lynx 2.8.3 pre4 All All

Application Lynx Lynx 2.8.3 pre5 All All

Application Lynx Lynx 2.8.3 pre6 All All

Application Lynx Lynx 2.8.3 pre7 All All

Application Lynx Lynx 2.8.3 pre8 All All

Application Lynx Lynx 2.8.3 rel1 All All

Application Lynx Lynx 2.8.4 dev1 All All

Application Lynx Lynx 2.8.4 dev10 All All

Application Lynx Lynx 2.8.4 dev11 All All

Application Lynx Lynx 2.8.4 dev12 All All

Application Lynx Lynx 2.8.4 dev13 All All

Application Lynx Lynx 2.8.4 dev14 All All

Application Lynx Lynx 2.8.4 dev15 All All

Application Lynx Lynx 2.8.4 dev16 All All

Application Lynx Lynx 2.8.4 dev17 All All

Application Lynx Lynx 2.8.4 dev18 All All

Application Lynx Lynx 2.8.4 dev19 All All
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Application Lynx Lynx 2.8.4 dev19 All All

Application Lynx Lynx 2.8.4 dev2 All All

Application Lynx Lynx 2.8.4 dev20 All All

Application Lynx Lynx 2.8.4 dev21 All All

Application Lynx Lynx 2.8.4 dev3 All All

Application Lynx Lynx 2.8.4 dev4 All All

Application Lynx Lynx 2.8.4 dev5 All All

Application Lynx Lynx 2.8.4 dev6 All All

Application Lynx Lynx 2.8.4 dev7 All All

Application Lynx Lynx 2.8.4 dev8 All All

Application Lynx Lynx 2.8.4 dev9 All All

Application Lynx Lynx 2.8.4 pre.1 All All

Application Lynx Lynx 2.8.4 pre.2 All All

Application Lynx Lynx 2.8.4 pre.3 All All

Application Lynx Lynx 2.8.4 pre.4 All All

Application Lynx Lynx 2.8.4 pre.5 All All

Application Lynx Lynx 2.8.4 rel.1 All All

Application Lynx Lynx 2.8.5 dev.1 All All

Application Lynx Lynx 2.8.5 dev.10 All All

Application Lynx Lynx 2.8.5 dev.11 All All

Application Lynx Lynx 2.8.5 dev.12 All All

Application Lynx Lynx 2.8.5 dev.13 All All

Application Lynx Lynx 2.8.5 dev.14 All All

Application Lynx Lynx 2.8.5 dev.15 All All

Application Lynx Lynx 2.8.5 dev.16 All All

Application Lynx Lynx 2.8.5 dev.17 All All

Application Lynx Lynx 2.8.5 dev.2 All All

Application Lynx Lynx 2.8.5 dev.3 All All

Application Lynx Lynx 2.8.5 dev.4 All All

Application Lynx Lynx 2.8.5 dev.5 All All

Application Lynx Lynx 2.8.5 dev.6 All All

Application Lynx Lynx 2.8.5 dev.7 All All

Application Lynx Lynx 2.8.5 dev.8 All All

Application Lynx Lynx 2.8.5 dev.9 All All

Application Lynx Lynx 2.8.5 pre.1 All All

Application Lynx Lynx 2.8.5 pre.2 All All
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Application Lynx Lynx 2.8.5 pre.3 All All

Application Lynx Lynx 2.8.5 pre.4 All All

Application Lynx Lynx 2.8.5 pre.5 All All

Application Lynx Lynx 2.8.5 rel.1 All All

Application Lynx Lynx 2.8.6 dev1 All All

Application Lynx Lynx 2.8.6 dev10 All All

Application Lynx Lynx 2.8.6 dev11 All All

Application Lynx Lynx 2.8.6 dev12 All All

Application Lynx Lynx 2.8.6 dev13 All All

Application Lynx Lynx 2.8.6 dev14 All All

Application Lynx Lynx 2.8.6 dev15 All All

Application Lynx Lynx 2.8.6 dev2 All All

Application Lynx Lynx 2.8.6 dev3 All All

Application Lynx Lynx 2.8.6 dev4 All All

Application Lynx Lynx 2.8.6 dev5 All All

Application Lynx Lynx 2.8.6 dev6 All All

Application Lynx Lynx 2.8.6 dev7 All All

Application Lynx Lynx 2.8.6 dev8 All All

Application Lynx Lynx 2.8.6 dev9 All All

Application Lynx Lynx 2.8.6 rel1 All All

Application Lynx Lynx 2.8.6 rel2 All All

Application Lynx Lynx All rel3 All All

References

Reference Source

#396949 - lynx: uses .mime.types and .mailcap from the current directory (arbitrary shell code execution) - Debian Bug report logs CONFIRM

Support / Security / Advisories / / MDVSA-2008:217 | Mandriva MANDRIVA

SUSE Update for Multiple Packages - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA

Repository / Oval Repository OVAL

[security-announce] SUSE Security Summary Report: SUSE-SR:2009:002 SUSE

IBM X-Force Exchange XF

Red Hat update for lynx - Secunia.com SECUNIA

Red Hat Customer Portal REDHAT

Lynx Insecure ".mailcap" and ".mime.types" Search Path Weakness - Advisories - Community SECUNIA

Lynx '.mime.types' and '.mailcap' File Processing Lets Local Users Gain Elevated Privileges - SecurityTracker SECTRACK

Bug 214205 – CVE-2006-7234 lynx: .mailcap and .mime.types files read from CWD CONFIRM
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Bug 214205 – CVE-2006-7234 lynx: .mailcap and .mime.types files read from CWD CONFIRM

oss-security - CVE request: lynx (old) .mailcap handling flaw MLIST

Lynx '.mailcap' and '.mime.type' Files Local Code Execution Vulnerability BID

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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