
CVE-2006-7236
MITRE  NVD  CVE.ORG  Print: PDF 

Summary

CVE CVE-2006-7236

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-01-02 18:11:00 UTC

Updated 2018-10-03 21:45:00 UTC

Description The default configuration of xterm on Debian GNU/Linux sid and possibly Ubuntu enables the allowWindowOps resource, which allows user-assisted attackers to execute arbitrary code or have unspecified other impact via escape sequences.

Risk And Classification

Problem Types: CWE-16

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux All All All All

Operating System Debian Debian Linux All All All All

Application Invisible-island Xterm _nil_ All All All

Application Invisible-island Xterm _nil_ All All All

Operating System Ubuntu Linux All All All All

Operating System Ubuntu Linux All All All All

References

Reference Source Link Tags

#384593 - xterm: allowWindowOps should be disabled by default - Debian Bug report logs CONFIRM bugs.debian.org

#510030 - [CVE-2008-2383] xterm: DECRQSS and comments - Debian Bug report logs CONFIRM bugs.debian.org

Ubuntu update for xterm - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA secunia.com

USN-703-1: xterm vulnerabilities | Ubuntu security notices UBUNTU usn.ubuntu.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

https://cve.report/
https://cve.report/CVE-2006-7236/mitre
https://cve.report/CVE-2006-7236/nist
https://cve.report/CVE-2006-7236/cve_org
https://cve.report/CVE-2006-7236.pdf
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/invisible-island
http://cve.report/software/invisible-island/xterm
http://cve.report/vendor/invisible-island
http://cve.report/software/invisible-island/xterm
http://cve.report/vendor/ubuntu
http://cve.report/software/ubuntu/linux
http://cve.report/vendor/ubuntu
http://cve.report/software/ubuntu/linux
http://bugs.debian.org/cgi-bin/bugreport.cgi?bug=384593
http://bugs.debian.org/cgi-bin/bugreport.cgi?bug=510030
http://secunia.com/advisories/33388
https://usn.ubuntu.com/703-1/
https://www.cve.org/CVERecord?id=CVE-2006-7236
https://nvd.nist.gov/vuln/detail/CVE-2006-7236


Organization Published Contributor Statement

Red Hat 2009-01-21 Tomas Hoger Not vulnerable. This issue did not affect the versions of the xterm package, as shipped with Red Hat Enterprise Linux 3, 4, and 5, and the version of the XFree86 (providing xterm) and hanterm-xf packages, as shipped with Red Hat Enterprise Linux 2.1.

There are currently no legacy QID mappings associated with this CVE.
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