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Source: Mitre
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Source: NIST
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CVE.ORG Print: PDF %5
Certain versions of Libpng from Libpng contain the following
vulnerability:

Memory leak in pngwutil.c in libpng 1.2.13betal, and other versions
before 1.2.15beta3, allows context-dependent attackers to cause a
denial of service (memory leak or segmentation fault) via a JPEG
image containing an iCCP chunk with a negative embedded profile
length.

CVE-2006-7244 has been assigned by [f] cve@mitre.org to track the vulnerability

CVSS2 Score: ~5-MEDIUM

Access
Vector

NETWORK

Confidentiality
Impact

Access Authentication
Complexity

Low [ NONE
Integrity Availability
Impact Impact

Description

159216 — media-
libs/libpng memleaks
on certain pngs

oss-security - Re: CVE
Request: libpng
memory leak

SourceForge -
libpng/libpng/commitdiff

oss-security - CVE
Request: libpng
memory leak

[ NONE | [ NONE |
CVE References

Tags Link
[ Patch | E3 CONFIRM bugs.gentoo.org/159216?id=159216
[ Patch | ¢ > MLIST [oss-security] 20110328 Re: CVE Request: libpng memory leak

() CONFIRM libpng.git.sourceforge.net/git/gitweb.cgi?
p=libpng/libpng;a=commitdiff;h=948ee23a2a400672b1751cfc646a7467741e9b2e#patch1

¢ > MLIST [oss-security] 20110322 CVE Request: libpng memory leak
www.openwall.com
text/html


https://cve.report/
https://cve.report/CVE-2006-7244/mitre
https://cve.report/CVE-2006-7244/nist
https://cve.report/CVE-2006-7244/cve_org
https://cve.report/CVE-2006-7244.pdf
http://cve.report/software/libpng/libpng
http://cve.report/vendor/libpng
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://bugs.gentoo.org/159216?id=159216
http://www.openwall.com/lists/oss-security/2011/03/28/6
http://libpng.git.sourceforge.net/git/gitweb.cgi?p=libpng/libpng;a=commitdiff;h=948ee23a2a400672b1751cfc646a7467741e9b2e#patch18
http://www.openwall.com/lists/oss-security/2011/03/22/7

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

4]

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Libpng Libpng 1.0.0 All All All
Application Libpng Libpng 1.0.1 All All All
Application Libpng Libpng 1.0.10 All All All
Application Libpng Libpng 1.0.10 betal All All
Application Libpng Libpng 1.0.10 rci All All
Application Libpng Libpng 1.0.11 All All All
Application Libpng Libpng 1.0.11 betal All All
Application Libpng Libpng 1.0.11 beta2 All All
Application Libpng Libpng 1.0.11 beta3 All All
Application Libpng Libpng 1.0.11 rci All All
Application Libpng Libpng 1.0.12 All All All
Application Libpng Libpng 1.0.12 betal All All
Application Libpng Libpng 1.0.12 rci All All
Application Libpng Libpng 1.0.13 All All All
Application Libpng Libpng 1.0.14 All All All
Application Libpng Libpng 1.0.15 All All All
Application Libpng Libpng 1.0.15 rci All All
Application Libpng Libpng 1.0.15 rc2 All All
Application Libpng Libpng 1.0.15 rc3 All All
Application Libpng Libpng 1.0.16 All All All
Application Libpng Libpng 1.0.17 All All All
Application Libpng Libpng 1.0.17 rcl All All
Application Libpng Libpng 1.0.18 All All All
Application Libpng Libpng 1.0.19 All All All
Application Libpng Libpng 1.0.19 rci All All
Application Libpng Libpng 1.0.19 rc2 All All

Application Libpng Libpng 1.0.19 rc3 All All
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Application Libpng Libpng

Application Libpng Libpng
Application Libpng Libpng
Application Libpng Libpng
Application Libpng Libpng
Application Libpng Libpng

cpe:2.3:a:libpng:libpng:1.0.0: ™

cpe:2.3:a:libpng:libpng:1.0. 1 e

Sk Rk kR akak.

cpe:2.3:a:libpng:libpng:1.0.10:

akakukkakak.

cpe:2.3:a:libpng:libpng:1.0.15:rct ™ "

akakakkakak.

cpe:2.3:a:libpng:libpng:1.0.15:rc2:*: %% *:*:

dkakukkakak.

cpe:2.3:a:libpng:libpng:1.0.15:rc3: % %:*:

dkkakakkakuk.

cpe:2.3:a:libpng:libpng:1.0.16:*: 7 :*:*:*:

dkkakkkakak.

cpe:2.3:a:libpng:libpng:1.0.17:* %"

dkak Lk akkuk.

cpe:2.3:a:libpng:libpng:1.0.17:rct %"

Skuk ok uk ok akuk.

cpe:2.3:a:libpng:libpng:1.0.19:*:*:* %%

1.2.14

1.2.14

1.2.14

1.2.15

1.2.15

All

betatl

beta2

rcl

All

betatl

beta2

All

All

All

All

All

All

All

All

All

All

All

All
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ak Kk ok akuk.

cpe:2.3:a:libpng:libpng:1.0.19:rc5: " *:

cpe:2.3:a:libpng:libpng:1.0.2:* ™

Skuk ok ak ok akak.

cpe:2.3:a:libpng:libpng:1.0.20:*

Sk ok ak kR akak.

cpe:2.3:a:libpng:libpng:1.0.22:*

Rk kR akak.

cpe:2.3:a:libpng:libpng:1.0.22:rc1 ™ "

akakukakakak.

cpe:2.3:a:libpng:libpng:1.0.25:rc1 ™ "

akakakakakak.

cpe:2.3:a:libpng:libpng:1.0.25:rc2:*:*:*:*:*:*:

dkakakakakakak.

cpe:2.3:a:libpng:libpng:1.0.26:*:*:*:*:*:*:*:

dkukakakakakak.

cpe:2.3:a:libpng:libpng:1.0.27:*: 7 :*:*:*:

dkak Lk akukuk.

cpe:2.3:a:libpng:libpng:1.0.27:rct %"



dkak kR ukak.

cpe:2.3:a:libpng:libpng:1.0.27:rc5:

sk ok ak kR akak,

cpe:2.3:a:libpng:libpng:1.0.29:******::

Rk kR akak.

cpe:2.3:a:libpng:libpng:1.0.29:betat :*:*:*:*:*:*:

Rk kR akak.

cpe:2.3:a:libpng:libpng:1.0.29:rc1 " *:*:

dkak kR akak.

cpe:2.3:a:libpng:libpng:1.0.29:rc2:*:*:**:*:*:

skakakakakakak.

cpe:2.3:a:libpng:libpng:1.0.35:*: ™ *:*:*:

Skkakakakakak.

cpe:2.3:a:libpng:libpng:1.0.37:*: 7 :":*:*:

dkukakakakakak.

cpe:2.3:a:libpng:libpng:1.0.38:*:*: ™" *:*:

dkk ok k ok akak.

cpe:2.3:a:libpng:libpng:1.0.42:*:***:*:*:*:

AnnD iaclihnnaclihnnacsd N AQFFokok dkakak,
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dkuk Lk kkakak.

cpe:2.3:a:libpng:libpng:1.0.44

Sk Lk k kR akak.

cpe:2.3:a:libpng:libpng:1.0.48:
cpe:2.3:a:libpng:libpng:1.0.5: ™

cpe:2.3:a:libpng:libpng:1.0.50:**:

Sk Kk kR akak.

cpe:2.3:a:libpng:libpng:1.0.51

Sk ok ak kR akak.

cpe:2.3:a:libpng:libpng:1.0.52:* *:****::

Sk ok ak kR akak.

cpe:2.3:a:libpng:libpng:1.0.53:*

Sk Kk kR akak,

cpe:2.3:a:libpng:libpng:1.0.54 > " ™

cpe:2.3:a:libpng:libpng:1.0.6:*:* """

cpe:2.3:a:libpng:libpng:1.0.6:a:*:*:*:**:*:

cpe:2.3:a:libpng:libpng:1.0.6:d:*:*:*:"*:*:

cpe:2.3:a:libpng:libpng:1.0.6:e:":*:*:**:*:

cpe:2.3:a:libpng:libpng:1.0.6:f:*: %"

cpe:2.3:a:libpng:libpng:1.0.6:g:*:*:*:":*:*:

cpe:2.3:a:libpng:libpng:1.0.6:h:*:*: "

cpe:2.3:a:libpng:libpng:1.0.6:0:*: "

cpe:2.3:a:libpng:libpng:1.0.6:j: " ™

cpe:2.3:a:libpng:libpng:1.0.7: %" %"

dkakukakakak.

cpe:2.3:a:libpng:libpng:1.0.7:betal 1 :*:*:*:

dkakukakakak.

cpe:2.3:a:libpng:libpng:1.0.7:betal 7=



SRk kKKK,

cpe:2.3:a:libpng:libpng:1.0.8:beta2:*:*:*:*:*:*:

SRk kKR k.

cpe:2.3:a:libpng:libpng:1.0.8:betad:*:*:*:*:*:*:

SRk kKKK,

cpe:2.3:a:libpng:libpng:1.0.8:betad:*:*:*:*:*:*:

SRk kL Kk k.

cpe:2.3:a:libpng:libpng:1.0.8:rc1:*:*: "
cpe:2.3:a:libpng:libpng:1.0.9:* ™

cpe:2.3:a:libpng:libpng:1.0.9:betal :*:*:*:*:*:*:

dkak kR akak.

cpe:2.3:a:libpng:libpng:1.0.9:betal10:*:*:*:*:*:*:



Kk kKKK,

cpe:2.3:a:libpng:libpng:1.2.0:rct "

cpe:2.3:a:libpng:libpng:1.2.1

kKK kK,

cpe:2.3:a:libpng:libpng:1.2.1:betat :*:*:***:*:

SRk kKKK,

cpe:2.3:a:libpng:libpng:1.2.1:beta3:*:*:*:*:*:*:

SRk kL KKk,

cpe:2.3:a:libpng:libpng:1.2.1:betad:*:*:*:*:*:*:

SRk kKKK,

cpe:2.3:a:libpng:libpng:1.2.1:rc1 "

SRk kKKK,

cpe:2.3:a:libpng:libpng:1.2.1:rc2:*:*:**:*:*:

Sk Rk ok akakak.

cpe:2.3:a:libpng:libpng:1.2.10:

Rk kR ok ak.

cpe:2.3:a:libpng:libpng:1.2.10:betat :*:*:*:**:*:

Rk kR akak.

cpe:2.3:a:libpng:libpng:1.2.10:beta2:*:*:*:*:*:*:

dkak kR ok ak.

cpe:2.3:a:libpng:libpng:1.2.10:beta3:*:*:*:*:*:*:



dkak kR ukak.

cpe:2.3:a:libpng:libpng:1.2.13:beta:*:*:*:*:*:*:

dk kR Lk ukuk.

cpe:2.3:a:libpng:libpng:1.2.13:rc2:*:**:**:*:

dkk ok k ok akak.

cpe:2.3:a:libpng:libpng:1.2.14

dkak kR akak.

cpe:2.3:a:libpng:libpng:1.2.14:betat *:**:**:*:

dkak kR ok ak.

cpe:2.3:a:libpng:libpng:1.2.14:beta2:*:*:*:*:*:*:
cpe:2.3:a:libpng:libpng:1.2.14:rct "

cpe:2.3:a:libpng:libpng:1.2.15:

cpe:2.3:a:libpng:libpng:1.2.15:betat *:*:*:*:*:*:
cpe:2.3:a:libpng:libpng:1.0.0:* "

cpe:2.3:a:libpng:libpng:1.0.1 %"

dkakukakakak.

cpe:2.3:a:libpng:libpng:1.0.15:rc3:* % % *:*:



Skuk Lk k ok akak.

cpe:2.3:a:libpng:libpng:1.0.17:

akak ok akakuk.

cpe:2.3:a:libpng:libpng:1.0.17:rct

Skuk ok ak Lk akak.

cpe:2.3:a:libpng:libpng:1.0.18:*

Sk Lk ak kR akak.

cpe:2.3:a:libpng:libpng:1.0.19:

kKR akakak.

cpe:2.3:a:libpng:libpng:1.0.19:rct "

dkak kR akak.

cpe:2.3:a:libpng:libpng:1.0.19:rc2:*:**:**:*:

Rk kR ok ak.

cpe:2.3:a:libpng:libpng:1.0.19:rc3:** " *:*:

dk kR Rk k.

cpe:2.3:a:libpng:libpng:1.0.19:rc5:***:**:*:
cpe:2.3:a:libpng:libpng:1.0.2:* ™

cpe:2.3:a:libpng:libpng:1.0.20:*

sk ok akakakakak.

cpe:2.3:a:libpng:libpng:1.0.21 > "

dkkakkakakak.

cpe:2.3:a:libpng:libpng:1.0.27:



Rk R akukak.

cpe:2.3:a:libpng:libpng:1.0.27:rct

dkak kR akak.

cpe:2.3:a:libpng:libpng:1.0.27:rc2:*:*:*:*:*::

dk kR ok akuk.

cpe:2.3:a:libpng:libpng:1.0.27:rc3: " " :*:

ak Kk R akuk.

cpe:2.3:a:libpng:libpng:1.0.27:rcd: " " :*:

dkak kR kak.

cpe:2.3:a:libpng:libpng:1.0.27:rc5:** " :*:

ak Kk R akak.

cpe:2.3:a:libpng:libpng:1.0.27:rc6:*:**:**:*:

Sk Kk kR akak,

cpe:2.3:a:libpng:libpng:1.0.28:***:***:*:

dkak kR ok ak.

cpe:2.3:a:libpng:libpng:1.0.28:rc2:*:*:*:*:*:*:

Rk kR ok ak.

cpe:2.3:a:libpng:libpng:1.0.28:rc3:*:*:*:*:*:*:

dkak kR akak.

cpe:2.3:a:libpng:libpng:1.0.28:rc4:*:**:**:*:

dkak kR ok ak.

cpe:2.3:a:libpng:libpng:1.0.28:rc5: " " *:*:



Sk Lk ak ok kakak.

cpe:2.3:a:libpng:libpng:1.0.39:*:**:*:*:*:*:
cpe:2.3:a:libpng:libpng:1.0.40:
cpe:2.3:a:libpng:libpng:1.0.41
cpe:2.3:a:libpng:libpng:1.0.42:*
cpe:2.3:a:libpng:libpng:1.0.43:
cpe:2.3:a:libpng:libpng:1.0.44
cpe:2.3:a:libpng:libpng:1.0.45:*
cpe:2.3:a:libpng:libpng:1.0.46:*
cpe:2.3:a:libpng:libpng:1.0.47:*
cpe:2.3:a:libpng:libpng:1.0.48:*
cpe:2.3:a:libpng:libpng:1.0.5: % """

Sk ok akakakakak.

cpe:2.3:a:libpng:libpng:1.0.50:*:*****:*:

cpe:2.3:a:libpng:libpng:1.0.6:*:* """

cpe:2.3:a:libpng:libpng:1.0.6:a:":*:*:*:*:*:

cpe:2.3:a:libpng:libpng:1.0.6:d:*:*:*":*::

cpe:2.3:a:libpng:libpng:1.0.6:e:*:*:*:":*::

cpe:2.3:a:libpng:libpng:1.0.6:f:*:" %"

cpe:2.3:a:libpng:libpng:1.0.6:g:* "

cpe:2.3:a:libpng:libpng:1.0.6:h: "

cpe:2.3:a:libpng:libpng:1.0.6:i:":"::

cpe:2.3:a:libpng:libpng:1.0.6:j:*:*:*:

cpe:2.3:a:libpng:libpng:1.0.7:%:****:*:*:

dkak Lk akukak.

cpe:2.3:a:libpng:libpng:1.0.7:betat2:*:*:*:*:*::

rne2 R:atlihnnalihnnn:1 N 7:-hata1 Q% kxkk.
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dkak kR ukak.

cpe:2.3:a:libpng:libpng:1.0.7:betat14:

Rk R akkak.

cpe:2.3:a:libpng:libpng:1.0.7:betat15:*:*:*:*:*:*:

dkak kR akuk.

cpe:2.3:a:libpng:libpng:1.0.7:betal16:*:*:*:*:*:*:

ak Kk akakak.

cpe:2.3:a:libpng:libpng:1.0.7:betal7:*:*:*:*:*:*:

dk Rk Rk k.

cpe:2.3:a:libpng:libpng:1.0.7:betal8:*:*:*:*:*:*:

SRk kKR k.

cpe:2.3:a:libpng:libpng:1.0.7:rc1 "

SRk kKR k.

cpe:2.3:a:libpng:libpng:1.0.7:rc2:*:*:*:*:*:*:

cpe:2.3:a:libpng:libpng:1.0.8: "

SRk Lk Kk k.

cpe:2.3:a:libpng:libpng:1.0.8:betat :*:*:*:*:*:*:

SRk ok kKK,

cpe:2.3:a:libpng:libpng:1.0.8:beta2:*:*:*:*:*:*:

SRk ok kKK,

cpe:2.3:a:libpng:libpng:1.0.8:beta3:*:*:*:*:*:*:

kKK kKK,

cpe:2.3:a:libpng:libpng:1.0.9:rc2:*:*:*:*:*::

cpe:2.3:a:libpng:libpng:1.2.0: %%

kKK kKK,

cpe:2.3:a:libpng:libpng:1.2.0:betat :*:*:*:*:*:*:



Kk kKKK,

cpe:2.3:a:libpng:libpng:1.2.0:beta2:*:*:*:*:*:*:

Kk kKR k.

cpe:2.3:a:libpng:libpng:1.2.0:beta3:*:*:*:*:*:*:

KKk KKk,

cpe:2.3:a:libpng:libpng:1.2.0:betad:*:*:*:*:*:*:

SRk kKR k.

cpe:2.3:a:libpng:libpng:1.2.0:betas:*:*:*:*:*:*:

Rk kKR k.

cpe:2.3:a:libpng:libpng:1.2.0:rc1 -

cpe:2.3:a:libpng:libpng:1.2.1:* e

SRk kKKK,

cpe:2.3:a:libpng:libpng:1.2.1:betal:*:*:*:*:*:*:

Kk kKKK,

cpe:2.3:a:libpng:libpng:1.2.1:beta2:*:*:*:*:*:*:

SRk kKKK,

cpe:2.3:a:libpng:libpng:1.2.1:betad:*:*:*:*:*:*:

SRk ok kKK,

cpe:2.3:a:libpng:libpng:1.2.1:betad:*:*:**:*:*:

SRk kL kKK,

cpe:2.3:a:libpng:libpng:1.2.1:rct ** "



cpe:2.3:a:libpng:libpng:1.2.11:rc2:
cpe:2.3:a:libpng:libpng:1.2.11:rc3:
cpe:2.3:a:libpng:libpng:1.2.11:rc5: "
cpe:2.3:a:libpng:libpng:1.2.13:
cpe:2.3:a:libpng:libpng:1.2.13:betat:*:*:*:*:*:*:
cpe:2.3:a:libpng:libpng:1.2.13:rct
cpe:2.3:a:libpng:libpng:1.2.13:rc2:*:*:*:**:*:

cpe:2.3:a:libpng:libpng:1.2.14

cpe:2.3:a:libpng:libpng:1.2.14:betat :*:**:**:*:

No vendor comments have been submitted for this CVE

« Previous ID Next ID—
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