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Summary

CVE CVE-2007-0003

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-01-23 21:28:00 UTC

Updated 2017-07-29 01:29:00 UTC

Description pam_unix.so in Linux-PAM 0.99.7.0 allows context-dependent attackers to log into accounts whose password hash, as stored in /etc/passwd or /etc/shadow, has only two characters.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Andrew Morgan Linux Pam 0.99.7.0 All All All

Operating System Andrew Morgan Linux Pam 0.99.7.0 All All All

References

Reference Source Link Tags

32017 OSVDB osvdb.org

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Linux-PAM Pam_Unix.SO Authentication Bypass Vulnerability BID www.securityfocus.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

Linux-PAM Login Bypass Security Vulnerability - Advisories - Secunia SECUNIA secunia.com

Re: rawhide report: 20070120 changes MLIST www.redhat.com Vendor Advisory

Linux-PAM 0.99.7.1 released MLIST www.redhat.com Vendor Advisory

Re: rawhide report: 20070120 changes MLIST www.redhat.com Vendor Advisory

Security Announcement SUSE www.novell.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

https://cve.report/
https://cve.report/CVE-2007-0003/mitre
https://cve.report/CVE-2007-0003/nist
https://cve.report/CVE-2007-0003/cve_org
https://cve.report/api/cve/CVE-2007-0003.json
https://cve.report/CVE-2007-0003.pdf
http://cve.report/vendor/andrew_morgan
http://cve.report/software/andrew_morgan/linux_pam
http://cve.report/vendor/andrew_morgan
http://cve.report/software/andrew_morgan/linux_pam
http://osvdb.org/32017
https://exchange.xforce.ibmcloud.com/vulnerabilities/31739
http://www.securityfocus.com/bid/22204
http://www.vupen.com/english/advisories/2007/0323
http://secunia.com/advisories/23858
http://www.redhat.com/archives/fedora-devel-list/2007-January/msg01271.html
https://www.redhat.com/archives/pam-list/2007-January/msg00017.html
http://www.redhat.com/archives/fedora-devel-list/2007-January/msg01277.html
http://www.novell.com/linux/security/advisories/2007_3_sr.html
https://www.cve.org/CVERecord?id=CVE-2007-0003
https://nvd.nist.gov/vuln/detail/CVE-2007-0003


Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2007-01-24 Mark J Cox Not vulnerable. These issues did not affect the versions of pam as shipped with Red Hat Enterprise Linux 2.1, 3, or 4.

There are currently no legacy QID mappings associated with this CVE.
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