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CVE CVE-2007-0007
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-02-20 02:28:00 UTC
Updated 2017-07-29 01:29:00 UTC
Description gnucash 2.0.4 and earlier allows local users to overwrite arbitrary files via a symlink attack on the (1) gnucash.trace, (2) gof
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Gnucash Gnucash All All All All

Reference Source Link

SourceForge.net: Gnucash: Files CONFIRM  sourceforge.net
GNUCash Insecure Temporary File Creation Vulnerability BID www.securityfocus.com
[SECURITY] Fedora Core 6 Update: gnucash-2.0.5-1.fc6 | FedoraNEWS.ORG FEDORA fedoranews.org

GnuCash Insecure Temporary Files - Secunia Advisories - Vulnerability Intelligence - Secunia.com  SECUNIA secunia.com

Webmail - OVH VUPEN Www.vupen.com

223233 — (CVE-2007-0007) CVE-2007-0007 gnucash happily overwrites files at /tmp CONFIRM  bugzilla.redhat.com
Fedora update for gnucash - Advisories - Secunia SECUNIA secunia.com

Advisories | Mandriva MANDRIVA  www.mandriva.com
Mandriva update for gnucash - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

IBM X-Force Exchange XF exchange.xforce.ibmclouc
CVE Program record CVE.ORG  www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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https://cve.report/
https://cve.report/CVE-2007-0007/mitre
https://cve.report/CVE-2007-0007/nist
https://cve.report/CVE-2007-0007/cve_org
https://cve.report/api/cve/CVE-2007-0007.json
https://cve.report/CVE-2007-0007.pdf
http://cve.report/vendor/gnucash
http://cve.report/software/gnucash/gnucash
http://sourceforge.net/project/shownotes.php?group_id=192&release_id=487446
http://www.securityfocus.com/bid/22610
http://fedoranews.org/cms/node/2725
http://secunia.com/advisories/24225
http://www.vupen.com/english/advisories/2007/0653
https://bugzilla.redhat.com/bugzilla/show_bug.cgi?id=223233
http://secunia.com/advisories/24317
http://www.mandriva.com/security/advisories?name=MDKSA-2007:046
http://secunia.com/advisories/24226
https://exchange.xforce.ibmcloud.com/vulnerabilities/32558
https://www.cve.org/CVERecord?id=CVE-2007-0007
https://nvd.nist.gov/vuln/detail/CVE-2007-0007

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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