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CVE CVE-2007-0008
State PUBLISHED
Assigner redhat

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-02-26 20:28:00 UTC
Updated 2026-04-23 00:35:47 UTC
Description Integer underflow in the SSLv2 support in Mozilla Network Security Services (NSS) before 3.11.5, as used by Firefox before

/ ]

Risk And Classification

Primary CVSS: v2.0 6.8 from nvd@nist.gov

AV:N/AC:M/Au:N/C:P/I:P/A:P

Problem Types: CWE-189 | n/a

CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity
\uthentication
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AV:N/AC:M/Au:N/C:P/I:P/A:P
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mozilla Firefox 0.1 All All All


https://cve.report/
https://cve.report/CVE-2007-0008/mitre
https://cve.report/CVE-2007-0008/nist
https://cve.report/CVE-2007-0008/cve_org
https://cve.report/api/cve/CVE-2007-0008.json
https://cve.report/CVE-2007-0008.pdf
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox
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Application Mozilla Thunderbird 1.0.6 All All All
Application Mozilla Thunderbird 1.0.7 All All All
Application Mozilla Thunderbird 1.0.8 All All All
Application Mozilla Thunderbird 1.5 All All All
Application Mozilla Thunderbird 1.5 beta2 All All
Application Mozilla Thunderbird 1.5.0.1 All All All
Application Mozilla Thunderbird 1.5.0.2 All All All
Application Mozilla Thunderbird 1.5.0.3 All All All
Application Mozilla Thunderbird 1.5.04 All All All
Application Mozilla Thunderbird 1.5.0.5 All All All
Application Mozilla Thunderbird 1.5.0.6 All All All
Application Mozilla Thunderbird 1.5.0.7 All All All
Application Mozilla Thunderbird 1.5.0.8 All All All
Application Mozilla Thunderbird All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Na N/a affected n/a Not specified
Reference

Oracle Critical Patch Update - January 2014

rhn.redhat.com | Red Hat Support

sunsolve.sun.com/search/document.do

Advisories | Mandriva

Gentoo update for thunderbird - Advisories - Secunia

Slackware update for mozilla-firefox - Advisories - Secunia

Security Announcement

rhn.redhat.com | Red Hat Support

SUSE update for MozillaFirefox and seamonkey - Advisories - Secunia
Gentoo Linux Documentation -- Mozilla Thunderbird: Multiple vulnerabilities
SuSE Security announcements: [suse-security-announce] SUSE Security Announcement: MozillaFirefox (SUSE-SA:2007:019)
SecurityFocus

The Slackware Linux Project: Slackware Security Advisories

SecurityFocus

Gentoo update for nss - Advisories - Secunia
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http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/thunderbird
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/thunderbird
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://www.oracle.com/technetwork/topics/security/cpujan2014-1972949.html
http://www.redhat.com/support/errata/RHSA-2007-0097.html
http://sunsolve.sun.com/search/document.do?assetkey=1-26-102856-1
http://www.mandriva.com/security/advisories?name=MDKSA-2007:052
http://secunia.com/advisories/24522
http://secunia.com/advisories/24455
http://www.novell.com/linux/security/advisories/2007_22_mozilla.html
http://www.redhat.com/support/errata/RHSA-2007-0078.html
http://secunia.com/advisories/24384
http://security.gentoo.org/glsa/glsa-200703-18.xml
http://lists.suse.com/archive/suse-security-announce/2007-Mar/0001.html
http://www.securityfocus.com/archive/1/461809/100/0/threaded
http://slackware.com/security/viewer.php?l=slackware-security&y=2007&m=slackware-security.338131
http://www.securityfocus.com/archive/1/461336/100/0/threaded
http://secunia.com/advisories/24562

[SECURITY] Fedora Core 5 Update: firefox-1.5.0.10-1.fc5 | FedoraNEWS.ORG

Webmail - OVH

rPath update for firefox and thunderbird - Advisories - Secunia

The Slackware Linux Project: Slackware Security Advisories

Debian -- Security Information -- DSA-1336-1 mozilla-firefox

Fedora update for firefox - Advisories - Secunia

Mandriva update for firefox - Advisories - Secunia
patches.sgi.com/support/free/security/advisories/20070202-01-P.asc

Mozilla Firefox Multiple Vulnerabilities - Advisories - Secunia

[SECURITY] Fedora Core 5 Update: thunderbird-1.5.0.10-1.fc5 | FedoraNEWS.ORG

Sun Solaris and Java Enterprise System Network Security Services Vulnerabilities - Advisories - Secunia
Webmail - OVH

Mozilla Firefox Integer Underflow in Processing SSLv2 Server Messages Lets Remote Users Execute Arbitrary Code - Security Tracker
Network Security Services SSLv2 Processing Buffer Overflows - Advisories - Secunia

Mozilla SeaMonkey Multiple Vulnerabilities - Advisories - Secunia

[#RPL-1103] thunderbird security update - 1.5.0.10 - rPath Issue Tracking System

Advisories | Mandriva

Red Hat update for firefox - Advisories - Secunia

Fedora update for firefox - Advisories - Secunia

Repository / Oval Repository

SGI Advanced Linux Environment Multiple Updates - Advisories - Secunia

404 Not Found

www.osvdb.org/32105

Red Hat update for thunderbird - Advisories - Secunia

Mozilla Thunderbird/SeaMonkey/Firefox Multiple Remote Vulnerabilities

Fedora update for nspr and nss - Advisories - Secunia

issues.rpath.com/browse/RPL-1081

Webmail - OVH

The Slackware Linux Project: Slackware Security Advisories

Sun Java System Products NSS SSLv2 Processing Buffer Overflows - Advisories - Secunia

Gentoo Linux Documentation -- Mozilla Network Security Service: Remote execution of arbitrary code
Slackware update for mozilla-thunderbird - Advisories - Secunia

HPSBUX02153 SSRT061181 rev.7 - HP-UX Running Firefox, Remote Unauthorized Access or Elevation of Privileges or Denial of Service (D¢
US-CERT Vulnerability Notes

Debian update for mozilla-firefox - Advisories - Secunia

IFThiimntin ninAdata far thiinAdarhird - Adviearine  Qanininia


http://fedoranews.org/cms/node/2713
http://www.vupen.com/english/advisories/2007/2141
http://secunia.com/advisories/24293
http://slackware.com/security/viewer.php?l=slackware-security&y=2007&m=slackware-security.374851
http://www.debian.org/security/2007/dsa-1336
http://secunia.com/advisories/24328
http://secunia.com/advisories/24343
ftp://patches.sgi.com/support/free/security/advisories/20070202-01-P.asc
http://secunia.com/advisories/24205
http://fedoranews.org/cms/node/2749
http://secunia.com/advisories/24703
http://www.vupen.com/english/advisories/2007/0718
http://www.securitytracker.com/id?1017696
http://secunia.com/advisories/24253
http://secunia.com/advisories/24238
https://issues.rpath.com/browse/RPL-1103
http://www.mandriva.com/security/advisories?name=MDKSA-2007:050
http://secunia.com/advisories/24290
http://secunia.com/advisories/24320
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A10502
http://secunia.com/advisories/24650
http://fedoranews.org/cms/node/2709
http://www.osvdb.org/32105
http://secunia.com/advisories/24395
http://www.securityfocus.com/bid/22694
http://secunia.com/advisories/24277
https://issues.rpath.com/browse/RPL-1081
http://www.vupen.com/english/advisories/2007/0719
http://slackware.com/security/viewer.php?l=slackware-security&y=2007&m=slackware-security.363947
http://secunia.com/advisories/25597
http://www.gentoo.org/security/en/glsa/glsa-200703-22.xml
http://secunia.com/advisories/24456
http://h20000.www2.hp.com/bizsupport/TechSupport/Document.jsp?objectID=c00771742
http://www.kb.cert.org/vuls/id/377812
http://secunia.com/advisories/25588

ULUIIU UPUALS 1U1 UIUNUSTVIU = AUVISULITS = Osuulia
sunsolve.sun.com/search/document.do

MFSA 2007-06: Mozilla Network Security Services (NSS) SSLv2 buffer overflow
labs.idefense.com/intelligence/vulnerabilities/display.php

rhn.redhat.com | Red Hat Support

SGI update for seamonkey - Advisories - Secunia

Bug 364319 — SSL2 client vulnerability in non-DEBUG builds
patches.sgi.com/support/free/security/advisories/20070301-01-P.asc
rhn.redhat.com | Red Hat Support

USN-428-1: Firefox vulnerabilities | Ubuntu

Fedora update for thunderbird - Advisories - Secunia

RETIRED: Oracle January 2014 Critical Patch Update Multiple Vulnerabilities
Mozilla Thunderbird Multiple Vulnerabilities - Advisories - Secunia

Webmail - OVH

[SECURITY] Fedora Core 6 Update: thunderbird-1.5.0.10-1.fc6 | FedoraNEWS.ORG
404 Not Found

IBM X-Force Exchange

rhn.redhat.com | Red Hat Support

Slackware update for seamonkey - Advisories - Secunia

USN-431-1: Thunderbird vulnerabilities | Ubuntu

[SECURITY] Fedora Core 6 Update: firefox-1.5.0.10-1.fc6 | FedoraNEWS.ORG
Ubuntu update for firefox - Advisories - Secunia

Mandriva update for thunderbird - Advisories - Secunia

Red Hat update for seamonkey - Advisories - Secunia

CVE Program record

NVD vulnerability detail

L4 |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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http://secunia.com/advisories/24410
http://sunsolve.sun.com/search/document.do?assetkey=1-26-102945-1
http://www.mozilla.org/security/announce/2007/mfsa2007-06.html
http://labs.idefense.com/intelligence/vulnerabilities/display.php?id=482
http://www.redhat.com/support/errata/RHSA-2007-0079.html
http://secunia.com/advisories/24342
https://bugzilla.mozilla.org/show_bug.cgi?id=364319
ftp://patches.sgi.com/support/free/security/advisories/20070301-01-P.asc
http://www.redhat.com/support/errata/RHSA-2007-0108.html
http://www.ubuntu.com/usn/usn-428-1
http://secunia.com/advisories/24406
http://www.securityfocus.com/bid/64758
http://secunia.com/advisories/24252
http://www.vupen.com/english/advisories/2007/1165
http://fedoranews.org/cms/node/2747
http://fedoranews.org/cms/node/2711
https://exchange.xforce.ibmcloud.com/vulnerabilities/32666
http://rhn.redhat.com/errata/RHSA-2007-0077.html
http://secunia.com/advisories/24457
http://www.ubuntu.com/usn/usn-431-1
http://fedoranews.org/cms/node/2728
http://secunia.com/advisories/24333
http://secunia.com/advisories/24389
http://secunia.com/advisories/24287
https://www.cve.org/CVERecord?id=CVE-2007-0008
https://nvd.nist.gov/vuln/detail/CVE-2007-0008
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
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