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CVE CVE-2007-0010
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback
Published 2007-01-24 19:28:00 UTC
Updated 2022-02-07 17:28:00 UTC

Description The GdkPixbufLoader function in GIMP ToolKit (GTK+) in GTK 2 (gtk2) before 2.4.13 allows context-dependent attackers tc
i

/ |

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Gnome Gtk All All All All
Application The Gimp Team Gimp Toolkit 2412 All All All
Application The Gimp Team Gimp Toolkit 2412 All All All

References |
Reference Source Link
issues.rpath.com/browse/RPL-984 CONFIRM issues.r
Debian -- Security Information -- DSA-1256-1 gtk+2.0 DEBIAN www.de
Security Announcement SUSE WWW.NO
Advisories | Mandriva MANDRIVA  www.m:
Bug 218932 — CVE-2007-0010 GdbPixbufLoader fails to handle invalid input from Evolution correctly CONFIRM bugzilla
Red Hat update for gtk2 - Advisories - Secunia SECUNIA secunia
SUSE Update for Multiple Packages - Advisories - Secunia SECUNIA secunia
Repository / Oval Repository OVAL oval.cist
USN-415-1: GTK vulnerability | Ubuntu UBUNTU www.ub
Webmail - OVH VUPEN WWW.vVU
Mandriva update for gtk+2.0 - Advisories - Secunia SECUNIA secunia
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https://cve.report/CVE-2007-0010.pdf
http://cve.report/vendor/gnome
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http://cve.report/software/the_gimp_team/gimp_toolkit
https://issues.rpath.com/browse/RPL-984
https://www.debian.org/security/2007/dsa-1256
http://www.novell.com/linux/security/advisories/2007_02_sr.html
http://www.mandriva.com/security/advisories?name=MDKSA-2007:039
https://bugzilla.redhat.com/bugzilla/show_bug.cgi?id=218932
http://secunia.com/advisories/23933
http://secunia.com/advisories/23984
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A10325
http://www.ubuntu.com/usn/usn-415-1
http://www.vupen.com/english/advisories/2007/0331
http://secunia.com/advisories/24095

SecurityTracker.com Archives - GTK2 Input Validation Error in GdkPixbufLoader() Lets Remote Users Deny Service
GTK2 GDKPixBufLoader Remote Denial of Service Vulnerability

Support

rPath update for gtk - Advisories - Secunia

31621

Debian update for gtk+2.0 - Advisories - Secunia

Ubuntu update for gtk+2.0 - Secunia Advisories - Vulnerability Intelligence - Secunia.com

GTK+ "GdkPixbufLoader()" Denial of Service - Advisories - Secunia
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Organization Published Contributor Statement

Red Hat 2007-03-14 Mark J Cox  Red Hat Enterprise Linux 5 is not vulnerable to this issue as it contains a backported patch.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
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