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Summary

CVE CVE-2007-0017

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-01-03 02:28:00 UTC

Updated 2017-10-11 01:31:00 UTC

Description Multiple format string vulnerabilities in (1) the cdio_log_handler function in modules/access/cdda/access.c in the CDDA (libcdda_plugin) plugin, and the (2) cdio_log_handler and (3) vcd_log_handler functions in modules/access/vcdx/access.c in the VCDX (libvcdx_plugin) plugin, in VideoLAN VLC 0.7.0 through 0.8.6 allow user-assisted remote attackers to execute arbitrary code via format string specifiers in an invalid URI, as demonstrated by a udp://-- URI in an M3U file.

Risk And Classification

Problem Types: CWE-134

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Videolan Vlc Media Player 0.7.0 All All All

Application Videolan Vlc Media Player 0.7.1 All All All

Application Videolan Vlc Media Player 0.7.2 All All All

Application Videolan Vlc Media Player 0.8.0 All All All

Application Videolan Vlc Media Player 0.8.1 All All All

Application Videolan Vlc Media Player 0.8.2 All All All

Application Videolan Vlc Media Player 0.8.4 All All All

Application Videolan Vlc Media Player 0.8.4a All All All

Application Videolan Vlc Media Player 0.8.5 All All All

Application Videolan Vlc Media Player 0.8.6 All All All

Application Videolan Vlc Media Player 0.7.0 All All All

Application Videolan Vlc Media Player 0.7.1 All All All

Application Videolan Vlc Media Player 0.7.2 All All All

Application Videolan Vlc Media Player 0.8.0 All All All

Application Videolan Vlc Media Player 0.8.1 All All All

Application Videolan Vlc Media Player 0.8.2 All All All

Application Videolan Vlc Media Player 0.8.4 All All All
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Application Videolan Vlc Media Player 0.8.4 All All All

Application Videolan Vlc Media Player 0.8.4a All All All

Application Videolan Vlc Media Player 0.8.5 All All All

Application Videolan Vlc Media Player 0.8.6 All All All

References

Reference Source

SUSE update for xine - Advisories - Secunia SECUNIA

VideoLan VLC Media Player Remote Format String Vulnerability BID

Archive de vlc-devel MLIST

Landon Fuller MISC

Debian update for vlc - Advisories - Secunia SECUNIA

Debian -- Security Information -- DSA-1252-1 vlc DEBIAN

404 not found - VideoLAN CONFIRM

Apple Fun: MOAB-02-01-2007: VLC Media Player udp:// Format String Vulnerability MISC

Error: Not Found – VLC CONFIRM

VLC Media Player "udp://" URI Handling Format String Vulnerability - Advisories - Secunia SECUNIA

Repository / Oval Repository OVAL

MOAB-02-01-2007 - VLC Media Player udp:// Format String Vulnerability MISC

31163 OSVDB

SecurityTracker.com Archives - VLC Media Player udp:// URL Handler Format String Bug Lets Remote Users Execute Arbitrary Code SECTRACK

IBM X-Force Exchange XF

VideoLAN security advisory 0701 CONFIRM

Security Announcement SUSE

Webmail - OVH VUPEN

Gentoo Linux Documentation -- VLC media player: Format string vulnerability GENTOO

Gentoo update for vlc - Advisories - Secunia SECUNIA

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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