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Stack-based buffer overflow in the NCTAudioFile2.AudioFile ActiveX control (NCTAudioFile2.dll), as used by multiple produ
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Application  Xrlly Software Arial Sound Recorder 1.4.3 All All All
Application  Xrlly Software Arial Sound Recorder 1.4.3 All All All
Application  Xrlly Software Text To Speech Maker 1.3.8 All All All
Application  Xrlly Software Text To Speech Maker 1.3.8 All All All
Application  Xwaver.com Magic Audio Editor Pro 10.3.1_build_476  All All All
Application  Xwaver.com Magic Audio Editor Pro 10.3.1_build_476  All All All
Application  Xwaver.com Magic Music Studio Pro 7.0.2.1_build_500 All All All
Application  Xwaver.com Magic Music Studio Pro 7.0.2.1_build_500 All All All
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Gold Wave Editor NCTAudioFile2 ActiveX Control Buffer Overflow - Advisories - Secunia SECUNIA  secunia.com
Altdo Software Products NCTAudioFile2 ActiveX Control Buffer Overflow - Advisories - Secunia SECUNIA  secunia.com
MP3 WAV Converter NCTAudioFile2 ActiveX Control Buffer Overflow - Secunia Research - Secunia MISC secunia.com
BearShare NCTAudioFile2 ActiveX Control Buffer Overflow - Advisories - Secunia SECUNIA  secunia.com
CDBurnerXP Pro NCTAudioFile2 ActiveX Control Buffer Overflow - Secunia Research - Secunia MISC secunia.com
iMesh NCTAudioFile2 ActiveX Control Buffer Overflow - Advisories - Secunia SECUNIA  secunia.com
McFunSoft Products NCTAudioFile2 ActiveX Control Buffer Overflow - Advisories - Secunia SECUNIA  secunia.com
TEC Sound Recorder NCTAudioFile2 ActiveX Control Buffer Overflow - Advisories - Secunia SECUNIA  secunia.com
Focus Systems Products NCTAudioFile2 ActiveX Control Buffer Overflow - Advisories - Secunia SECUNIA  secunia.com
Aurora Media Workshop NCTAudioFile2 ActiveX Control Buffer Overflow - Advisories - Secunia SECUNIA  secunia.com
Magic Video Products NCTAudioFile2 ActiveX Control Buffer Overflow - Secunia Research - Secunia MISC secunia.com
Cheetah CD/DVD Burner NCTAudioFile2 ActiveX Control Buffer Overflow - Advisories - Secunia SECUNIA  secunia.com
Mystik Media Products NCTAudioFile2 ActiveX Control Buffer Overflow - Secunia Research - Secunia MISC secunia.com
Absolute Software Products NCTAudioFile2 ActiveX Control Buffer Overflow - Advisories - Secunia SECUNIA  secunia.com
DanDans Digital Media Products NCTAudioFile2 ActiveX Control Buffer Overflow - Advisories - Secunia SECUNIA  secunia.com
NCTsoft Products NCTAudioFile2 ActiveX Control Buffer Overflow - Advisories - Secunia SECUNIA  secunia.com
Hit-Recorder NCTAudioFile2 ActiveX Control Buffer Overflow - Advisories - Secunia SECUNIA  secunia.com
CDBurnerXP Pro NCTAudioFile2 ActiveX Control Buffer Overflow - Advisories - Secunia SECUNIA  secunia.com
Magic Video Products NCTAudioFile2 ActiveX Control Buffer Overflow - Advisories - Secunia SECUNIA  secunia.com
MP3 Normalizer NCTAudioFile2 ActiveX Control Buffer Overflow - Advisories - Secunia SECUNIA  secunia.com
J. Hepple Products NCTAudioFile2 ActiveX Control Buffer Overflow - Advisories - Secunia SECUNIA  secunia.com
NextLevel Systems Products NCTAudioFile2 ActiveX Control Buffer Overflow - Advisories - Secunia SECUNIA  secunia.com
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Sienzo Digital Music Mentor NCTAudioFile2 ActiveX Control Buffer Overflow - Secunia Research - Secunia
Movavi Products NCTAudioFile2 ActiveX Control Buffer Overflow - Advisories - Secunia

Cool Audio Products NCTAudioFile2 ActiveX Control Buffer Overflow - Secunia Research - Secunia

Xrlly Software NCTAudioFile2 ActiveX Control Buffer Overflow - Advisories - Secunia

McFunSoft Products NCTAudioFile2 ActiveX Control Buffer Overflow - Secunia Research - Secunia
NextLevel Systems Products NCTAudioFile2 ActiveX Control Buffer Overflow - Secunia Research - Secunia
Movavi Products NCTAudioFile2 ActiveX Control Buffer Overflow - Secunia Research - Secunia

Cool Audio Products NCTAudioFile2 ActiveX Control Buffer Overflow - Advisories - Secunia

DB Audio Mixer And Editor NCTAudioFile2 ActiveX Control Buffer Overflow - Secunia Research - Secunia
BearShare NCTAudioFile2 ActiveX Control Buffer Overflow - Secunia Research - Secunia

Virtual CD Products NCTAudioFile2 ActiveX Control Buffer Overflow - Secunia Research - Secunia
SecurityFocus

Vista MP3 Recorder NCTAudioFile2 ActiveX Control Buffer Overflow - Advisories - Secunia

Easy Ringtone Maker NCTAudioFile2 ActiveX Control Buffer Overflow - Advisories - Secunia

R.M. de Boer Software NCTAudioFile2 ActiveX Control Buffer Overflow - Advisories - Secunia

J. Hepple Products NCTAudioFile2 ActiveX Control Buffer Overflow - Secunia Research - Secunia
DanDans Digital Media Products NCTAudioFile2 ActiveX Control Buffer Overflow - Secunia Research - Secunia
Audio Edit Magic NCTAudioFile2 ActiveX Control Buffer Overflow - Secunia Research - Secunia
Quikscribe Products NCTAudioFile2 ActiveX Control Buffer Overflow - Secunia Research - Secunia

HiFi Software Products NCTAudioFile2 ActiveX Control Buffer Overflow - Advisories - Secunia

Mystik Media Products NCTAudioFile2 ActiveX Control Buffer Overflow - Advisories - Secunia

Roemer Software Products NCTAudioFile2 ActiveX Control Buffer Overflow - Secunia Research - Secunia
NCTsoft Products NCTAudioFile2 ActiveX Control Buffer Overflow - Secunia Research - Secunia

Code-it Software Products NCTAudioFile2 ActiveX Control Buffer Overflow - Advisories - Secunia
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Power Audio Editor NCTAudioFile2 ActiveX Control Buffer Overflow - Advisories - Secunia
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Secunia Research finds vulnerability in ActiveX control - Blog - Secunia
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RecordNRip NCTAudioFile2 ActiveX Control Buffer Overflow - Secunia Research - Secunia
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SoftDiv Software Products NCTAudioFile2 ActiveX Control Buffer Overflow - Advisories - Secunia
RMBSoft Products NCTAudioFile2 ActiveX Control Buffer Overflow - Secunia Research - Secunia
Internet Explorer File Download Handling Memory Corruption - Secunia Research - Secunia
SecurityFocus

NCTsoft NCTAudioFile2 ActiveX Control Remote Buffer Overflow Vulnerability

Power Audio Editor NCTAudioFile2 ActiveX Control Buffer Overflow - Secunia Research - Secunia
RockN Audio NCTAudioFile2 ActiveX Control Buffer Overflow - Advisories - Secunia

IBM X-Force Exchange

RETIRED: Musiclab BearShare NCTAudioFile2 ActiveX Control Buffer Overflow Vulnerability
SecurityFocus

Aurora Media Workshop NCTAudioFile2 ActiveX Control Buffer Overflow - Secunia Research - Secunia
Xrlly Software NCTAudioFile2 ActiveX Control Buffer Overflow - Secunia Research - Secunia

Roemer Software Products NCTAudioFile2 ActiveX Control Buffer Overflow - Advisories - Secunia
Joshua Software Products NCTAudioFile2 ActiveX Control Buffer Overflow - Secunia Research - Secunia
MP3 WAV Converter NCTAudioFile2 ActiveX Control Buffer Overflow - Advisories - Secunia

Oracle Siebel SimBuilder NCTAudioFile2 ActiveX Control Buffer Overflow - Advisories - Secunia

Sienzo Digital Music Mentor NCTAudioFile2 ActiveX Control Buffer Overflow - Advisories - Secunia
EXPStudio Audio Editor NCTAudioFile2 ActiveX Control Buffer Overflow - Advisories - Secunia

MP3 Normalizer NCTAudioFile2 ActiveX Control Buffer Overflow - Secunia Research - Secunia

Code-it Software Products NCTAudioFile2 ActiveX Control Buffer Overflow - Secunia Research - Secunia
Altdo Software Products NCTAudioFile2 ActiveX Control Buffer Overflow - Secunia Research - Secunia
Joshua Software Products NCTAudioFile2 ActiveX Control Buffer Overflow - Advisories - Secunia
EXPStudio Audio Editor NCTAudioFile2 ActiveX Control Buffer Overflow - Secunia Research - Secunia
Quikscribe Products NCTAudioFile2 ActiveX Control Buffer Overflow - Advisories - Secunia

Plato Products NCTAudioFile2 ActiveX Control Buffer Overflow - Advisories - Secunia

Cheetah CD/DVD Burner NCTAudioFile2 ActiveX Control Buffer Overflow - Secunia Research - Secunia
iMesh NCTAudioFile2 ActiveX Control Buffer Overflow - Secunia Research - Secunia

RecordNRip NCTAudioFile2 ActiveX Control Buffer Overflow - Advisories - Secunia

CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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