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Summary

CVE CVE-2007-0058

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-01-04 22:28:00 UTC

Updated 2018-10-30 16:25:00 UTC

Description Cisco Clean Access (CCA) 3.5.x through 3.5.9 and 3.6.x through 3.6.1.1 on the Clean Access Manager (CAM) allows remote attackers to bypass authentication and download arbitrary manual database backups by guessing the snapshot filename using brute force, then making a direct request for the file.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cisco Network Admission Control Manager And Server System Software All All All All

Application Cisco Network Admission Control Manager And Server System Software All All All All

References

Reference Source Link

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

Cisco Clean Access Lets Remote Users Access the Administrative Interface and Download Backup Files - SecurityTracker SECTRACK securitytracker.com

Cisco Clean Access Predictable Snapshots Filename - Advisories - Secunia SECUNIA secunia.com

32579 OSVDB www.osvdb.org

Cisco - Networking, Cloud, and Cybersecurity Solutions CISCO www.cisco.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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