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Summary

CVE CVE-2007-0060

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-07-26 00:30:00 UTC

Updated 2021-04-14 15:46:00 UTC

Description Stack-based buffer overflow in the Message Queuing Server (Cam.exe) in CA (formerly Computer Associates) Message Queuing (CAM / CAFT) software before 1.11 Build 54_4 on Windows and NetWare, as used in CA Advantage Data Transport, eTrust Admin, certain BrightStor products, certain CleverPath products, and certain Unicenter products, allows remote attackers to execute arbitrary code via a crafted message to TCP port 3104.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Broadcom Advantage Data Transport 3.0 All All All

Application Broadcom Brightstor Portal 11.1 All All All

Application Broadcom Brightstor San Manager 11.1 All All All

Application Broadcom Brightstor San Manager 11.5 All All All

Application Broadcom Cleverpath Aion 10.0 All All All

Application Broadcom Cleverpath Ecm 3.5 All All All

Application Broadcom Cleverpath Olap 5.1 All All All

Application Broadcom Cleverpath Predictive Analysis Server 2.0 All All All

Application Broadcom Cleverpath Predictive Analysis Server 3.0 All All All

Application Broadcom Etrust Admin 8.0 All All All

Application Broadcom Etrust Admin 8.1 All All All

Application Broadcom Unicenter Application Performance Monitor 3.0 All All All

Application Broadcom Unicenter Application Performance Monitor 3.5 All All All

Application Broadcom Unicenter Asset Management 3.1 All All All

Application Broadcom Unicenter Asset Management 3.2 All All All

Application Broadcom Unicenter Asset Management 3.2 sp1 All All

Application Broadcom Unicenter Asset Management 3.2 sp2 All All
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Application Broadcom Unicenter Asset Management 3.2 sp2 All All

Application Broadcom Unicenter Asset Management 4.0 All All All

Application Broadcom Unicenter Data Transport Option 2.0 All All All

Application Broadcom Unicenter Jasmine 3.0 All All All

Application Broadcom Unicenter Network And Systems Management 3.0 All All All

Application Broadcom Unicenter Network And Systems Management 3.1 All All All

Application Broadcom Unicenter Nsm Wireless Network Management Option 3.0 All All All

Application Broadcom Unicenter Remote Control 6.0 All All All

Application Broadcom Unicenter Remote Control 6.0 sp1 All All

Application Broadcom Unicenter Service Level Management 3.0 All All All

Application Broadcom Unicenter Service Level Management 3.0.1 All All All

Application Broadcom Unicenter Service Level Management 3.0.2 All All All

Application Broadcom Unicenter Service Level Management 3.5 All All All

Application Broadcom Unicenter Software Delivery 3.0 All All All

Application Broadcom Unicenter Software Delivery 3.1 All All All

Application Broadcom Unicenter Software Delivery 3.1 sp1 All All

Application Broadcom Unicenter Software Delivery 3.1 sp2 All All

Application Broadcom Unicenter Software Delivery 4.0 All All All

Application Broadcom Unicenter Tng 2.1 All All All

Application Broadcom Unicenter Tng 2.2 All All All

Application Broadcom Unicenter Tng 2.4 All All All

Application Broadcom Unicenter Tng 2.4.2 All All All

Application Ca Advantage Data Transport 3.0 All All All

Application Ca Advantage Data Transport 3.0 All All All

Application Ca Brightstor Portal 11.1 All All All

Application Ca Brightstor Portal 11.1 All All All

Application Ca Brightstor San Manager 11.1 All All All

Application Ca Brightstor San Manager 11.5 All All All

Application Ca Brightstor San Manager 11.1 All All All

Application Ca Brightstor San Manager 11.5 All All All

Application Ca Cleverpath Aion 10.0 All All All

Application Ca Cleverpath Aion 10.0 All All All

Application Ca Cleverpath Ecm 3.5 All All All

Application Ca Cleverpath Ecm 3.5 All All All

Application Ca Cleverpath Olap 5.1 All All All

Application Ca Cleverpath Olap 5.1 All All All
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Application Ca Cleverpath Predictive Analysis Server 2.0 All All All

Application Ca Cleverpath Predictive Analysis Server 3.0 All All All

Application Ca Cleverpath Predictive Analysis Server 2.0 All All All

Application Ca Cleverpath Predictive Analysis Server 3.0 All All All

Application Ca Etrust Admin 2.1 All All All

Application Ca Etrust Admin 2.4 All All All

Application Ca Etrust Admin 2.7 All All All

Application Ca Etrust Admin 2.9 All All All

Application Ca Etrust Admin 8.0 All All All

Application Ca Etrust Admin 8.1 All All All

Application Ca Etrust Admin 2.1 All All All

Application Ca Etrust Admin 2.4 All All All

Application Ca Etrust Admin 2.7 All All All

Application Ca Etrust Admin 2.9 All All All

Application Ca Etrust Admin 8.0 All All All

Application Ca Etrust Admin 8.1 All All All

Application Ca Unicenter Application Performance Monitor 3.0 All All All

Application Ca Unicenter Application Performance Monitor 3.5 All All All

Application Ca Unicenter Application Performance Monitor 3.0 All All All

Application Ca Unicenter Application Performance Monitor 3.5 All All All

Application Ca Unicenter Asset Management 3.1 All All All

Application Ca Unicenter Asset Management 3.2 All All All

Application Ca Unicenter Asset Management 3.2 sp1 All All

Application Ca Unicenter Asset Management 3.2 sp2 All All

Application Ca Unicenter Asset Management 4.0 All All All

Application Ca Unicenter Asset Management 4.0 sp1 All All

Application Ca Unicenter Asset Management 3.1 All All All

Application Ca Unicenter Asset Management 3.2 All All All

Application Ca Unicenter Asset Management 3.2 sp1 All All

Application Ca Unicenter Asset Management 3.2 sp2 All All

Application Ca Unicenter Asset Management 4.0 All All All

Application Ca Unicenter Asset Management 4.0 sp1 All All

Application Ca Unicenter Data Transport Option 2.0 All All All

Application Ca Unicenter Data Transport Option 2.0 All All All

Application Ca Unicenter Enterprise Job Manager 1.0 sp1 All All

Application Ca Unicenter Enterprise Job Manager 1.0 sp2 All All
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Application Ca Unicenter Enterprise Job Manager 1.0 sp2 All All

Application Ca Unicenter Enterprise Job Manager 1.0 sp1 All All

Application Ca Unicenter Enterprise Job Manager 1.0 sp2 All All

Application Ca Unicenter Jasmine 3.0 All All All

Application Ca Unicenter Jasmine 3.0 All All All

Application Ca Unicenter Management 4.0 All lotus_notes_domino All

Application Ca Unicenter Management 4.0 All microsoft_exchange All

Application Ca Unicenter Management 4.1 All microsoft_exchange All

Application Ca Unicenter Management 5.0 All web_servers All

Application Ca Unicenter Management 5.0.1 All web_servers All

Application Ca Unicenter Management 4.0 All lotus_notes_domino All

Application Ca Unicenter Management 4.0 All microsoft_exchange All

Application Ca Unicenter Management 4.1 All microsoft_exchange All

Application Ca Unicenter Management 5.0 All web_servers All

Application Ca Unicenter Management 5.0.1 All web_servers All

Application Ca Unicenter Network And Systems Management 3.0 All All All

Application Ca Unicenter Network And Systems Management 3.1 All All All

Application Ca Unicenter Network And Systems Management 3.0 All All All

Application Ca Unicenter Network And Systems Management 3.1 All All All

Application Ca Unicenter Nsm Wireless Network Management Option 3.0 All All All

Application Ca Unicenter Nsm Wireless Network Management Option 3.0 All All All

Application Ca Unicenter Remote Control 6.0 All All All

Application Ca Unicenter Remote Control 6.0 sp1 All All

Application Ca Unicenter Remote Control 6.0 All All All

Application Ca Unicenter Remote Control 6.0 sp1 All All

Application Ca Unicenter Service Level Management 3.0 All All All

Application Ca Unicenter Service Level Management 3.0.1 All All All

Application Ca Unicenter Service Level Management 3.0.2 All All All

Application Ca Unicenter Service Level Management 3.5 All All All

Application Ca Unicenter Service Level Management 3.0 All All All

Application Ca Unicenter Service Level Management 3.0.1 All All All

Application Ca Unicenter Service Level Management 3.0.2 All All All

Application Ca Unicenter Service Level Management 3.5 All All All

Application Ca Unicenter Software Delivery 3.0 All All All

Application Ca Unicenter Software Delivery 3.1 All All All

Application Ca Unicenter Software Delivery 3.1 sp1 All All
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Application Ca Unicenter Software Delivery 3.1 sp2 All All

Application Ca Unicenter Software Delivery 4.0 All All All

Application Ca Unicenter Software Delivery 4.0 sp1 All All

Application Ca Unicenter Software Delivery 3.0 All All All

Application Ca Unicenter Software Delivery 3.1 All All All

Application Ca Unicenter Software Delivery 3.1 sp1 All All

Application Ca Unicenter Software Delivery 3.1 sp2 All All

Application Ca Unicenter Software Delivery 4.0 All All All

Application Ca Unicenter Software Delivery 4.0 sp1 All All

Application Ca Unicenter Tng 2.1 All All All

Application Ca Unicenter Tng 2.2 All All All

Application Ca Unicenter Tng 2.2 All All ja

Application Ca Unicenter Tng 2.4 All All All

Application Ca Unicenter Tng 2.4.2 All All All

Application Ca Unicenter Tng 2.1 All All All

Application Ca Unicenter Tng 2.2 All All All

Application Ca Unicenter Tng 2.2 All All ja

Application Ca Unicenter Tng 2.4 All All All

Application Ca Unicenter Tng 2.4.2 All All All

References

Reference Source

supportconnectw.ca.com/public/dto_transportit/infodocs/camsgquevul-secnot.asp CONFIRM

Computer Associates Multiple Products Message Queuing Remote Stack Buffer Overflow Vulnerability BID

CA Message Queuing Server Buffer Overflow Vulnerability - Advisories - Secunia SECUNIA

SecurityFocus BUGTRAQ

IBM X-Force Exchange XF

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

CA Message Queuing (CAM / CAFT) Buffer Overflow Vulnerability - CA CONFIRM

eTrust Admin Buffer Overflow in Message Queuing Component Lets Remote Users Execute Arbitrary Code - SecurityTracker SECTRACK

CA Message Queuing Server (Cam.exe) Overflow ISS

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.
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http://www.securityfocus.com/archive/1/474602/100/0/threaded
https://exchange.xforce.ibmcloud.com/vulnerabilities/32234
http://www.vupen.com/english/advisories/2007/2638
http://www.ca.com/us/securityadvisor/newsinfo/collateral.aspx?cid=149809
http://www.securitytracker.com/id?1018449
http://www.iss.net/threats/272.html
https://www.cve.org/CVERecord?id=CVE-2007-0060
https://nvd.nist.gov/vuln/detail/CVE-2007-0060


There are currently no legacy QID mappings associated with this CVE.
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