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Summary

CVE CVE-2007-0071

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-04-09 21:05:00 UTC

Updated 2018-10-30 16:26:00 UTC

Description Integer overflow in Adobe Flash Player 9.0.115.0 and earlier, and 8.0.39.0 and earlier, allows remote attackers to execute arbitrary code via a crafted SWF file with a negative Scene Count value, which passes a signed comparison, is used as an offset of a NULL pointer, and triggers a buffer overflow.

Risk And Classification

Problem Types: CWE-189

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Adobe Flash Player All All All All

Application Adobe Flash Player All All All All

References

Reference Source

Zero Day Initiative MISC

Repository / Oval Repository OVAL

US-CERT Vulnerability Notes CERT-VN

Matasano Chargen » This New Vulnerability: Dowd’s Inhuman Flash Exploit MISC

[security-announce] SUSE Security Announcement: flash-player (SUSE-SA:20 SUSE

This Page Has Been Deleted SECTRACK

Adobe - Security Advisories : APSB08-11: Flash Player update available to address security vulnerabilities CONFIRM

US-CERT Vulnerability Notes CERT-VN

Adobe Flash Player Unspecified Vulnerability - Advisories - Secunia SECUNIA

Adobe Flash Player: Multiple vulnerabilities — Gentoo Linux Documentation GENTOO

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

documents.iss.net/whitepapers/IBM_X-Force_WP_final.pdf MISC
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http://www.securitytracker.com/id?1020114
http://www.adobe.com/support/security/bulletins/apsb08-11.html
http://www.kb.cert.org/vuls/id/395473
http://secunia.com/advisories/30404
http://www.gentoo.org/security/en/glsa/glsa-200804-21.xml
http://www.vupen.com/english/advisories/2008/1697
http://documents.iss.net/whitepapers/IBM_X-Force_WP_final.pdf


Retired: Adobe Flash Player SWF File Remote Code Execution Vulnerability BID

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

SUSE update for flash-player - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA

Sun Solaris update for Adobe Flash Player - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA

238305 SUNALERT

rhn.redhat.com | Red Hat Support REDHAT

Adobe Flash Invalid Pointer Vulnerability ISS

Gentoo update for netscape-flash - Advisories - Secunia SECUNIA

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

Adobe Flash Player Multimedia File Remote Buffer Overflow Vulnerability BID

US-CERT Technical Cyber Security Alert TA08-150A -- Apple Updates for Multiple Vulnerabilities CERT

SecurityTracker.com Archives - Adobe Flash Player Invalid Pointer Bug Lets Remote Users Execute Arbitrary Code SECTRACK

Apple Mac OS X Security Update Fixes Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA

US-CERT Technical Cyber Security Alert TA08-149A -- Exploitation of Adobe Flash Vulnerability CERT

US-CERT Technical Cyber Security Alert TA08-100A -- Adobe Flash Updates for Multiple Vulnerabilities CERT

IBM X-Force Exchange XF

44282 OSVDB

SANS Internet Storm Center; Cooperative Network Security Community - Internet Security - isc MISC

Adobe Product Security Incident Response Team (PSIRT): Potential Flash Player issue MISC

APPLE-SA-2008-05-28 Security Update 2008-003 and Mac OS X v10.5.3 APPLE

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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