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CVE CVE-2007-0188
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-01-12 05:04:00 UTC
Updated 2008-09-05 21:17:00 UTC
Description F5 FirePass 5.4 through 5.5.1 does not properly enforce host access restrictions when a client uses a single integer (dword

/ |

1|

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Hardware F5 Firepass 5.4 All All All
Hardware F5 Firepass 5.4.1 All All All
Hardware F5 Firepass 5.4.2 All All All
Hardware F5 Firepass 5.4.3 All All All
Hardware F5 Firepass 5.4.4 All All All
Hardware F5 Firepass 5.4.5 All All All
Hardware F5 Firepass 5.4.6 All All All
Hardware F5 Firepass 5.4.7 All All All
Hardware F5 Firepass 5.4.8 All All All
Hardware F5 Firepass 5.4.9 All All All
Hardware F5 Firepass 5.5 All All All
Hardware F5 Firepass 5.5.1 All All All
Hardware F5 Firepass 5.5.2 All All All
Hardware F5 Firepass 6.0 All All All
Hardware F5 Firepass 5.4 All All All
Hardware F5 Firepass 5.4.1 All All All
Hardware F5 Firepass 542 All All All
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Hardware F5 Firepass 5.4.3 All All All
Hardware F5 Firepass 5.4.4 All All All
Hardware F5 Firepass 5.4.5 All All All
Hardware F5 Firepass 5.4.6 All All All
Hardware F5 Firepass 5.4.7 All All All
Hardware F5 Firepass 5.4.8 All All All
Hardware F5 Firepass 5.4.9 All All All
Hardware F5 Firepass 5.5 All All All
Hardware F5 Firepass 5.5.1 All All All
Hardware F5 Firepass 5.5.2 All All All
Hardware F5 Firepass 6.0 All All All
Reference Source Link Tags
[Full-disclosure] Flaaaaaaaaaaaaaaaaavor Flav! (todays MOAB) FULLDISC lists.grok.org.uk

F5 Firepass Multiple Input Validation Vulnerabilities BID www.securityfocus.com
www.mnin.org/advisories/2007_firepass.pdf MISC www.mnin.org

F5 - Signon CONFIRM  tech.f5.com

FirePass URL Restriction Bypass Vulnerabilities - Advisories - Secunia SECUNIA secunia.com

32734 OSVDB www.osvdb.org

CVE Program record CVE.ORG  www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
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