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CVE CVE-2007-0235
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-01-16 18:28:00 UTC
Updated 2026-04-23 00:35:47 UTC
Description Stack-based buffer overflow in the glibtop_get_proc_map_s function in libgtop before 2.14.6 (libgtop2) allows local users to

/ ]

Risk And Classification

Primary CVSS: v2.0 3.7 from nvd@nist.gov

AV:L/AC:H/Au:N/C:P/I:P/A:P

Problem Types: CWE-119 | n/a

CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Libgtop Libgtop Al Al Al All


https://cve.report/
https://cve.report/CVE-2007-0235/mitre
https://cve.report/CVE-2007-0235/nist
https://cve.report/CVE-2007-0235/cve_org
https://cve.report/api/cve/CVE-2007-0235.json
https://cve.report/CVE-2007-0235.pdf
http://cve.report/vendor/libgtop
http://cve.report/software/libgtop/libgtop

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Source

Ubuntu update for libgtop2 - Advisories - Secunia af854a3a-2127-422b-
rPath update for libgtop2 - Advisories - Secunia af854a3a-2127-422b-
Gentoo update for libgtop - Advisories - Secunia af854a3a-2127-422b-
libgtop: Privilege escalation — Gentoo Linux Documentation af854a3a-2127-422b-
ftp.gnome.org/pub/gnome/sources/libgtop/2.14/libgtop-2.14.6.news af854a3a-2127-422b-
osvdb.org/32815 af854a3a-2127-422b-
Webmail - OVH af854a3a-2127-422b-
LibGTop Buffer Overflow in glibtop_get_proc_map_s() May Let Local Users Execute Arbitrary Code - SecurityTracker af854a3a-2127-422b-
issues.rpath.com/browse/RPL-972 af854a3a-2127-422b-
Support af854a3a-2127-422b-
Debian update for libgtop2 - Advisories - Secunia af854a3a-2127-422b-
Libgtop2 Library Local Buffer Overflow Vulnerability af854a3a-2127-422b-
Webmail - OVH af854a3a-2127-422b-
IBM X-Force Exchange af854a3a-2127-422b-
Bug 396477 — CVE-2007-0235: stack overflow in sysdeps/linux/procmap.c: glibtop_get_proc_map_s() af854a3a-2127-422b-
Bug #79206 “[SECURITY] Buffer overflow in libgtop2” : Bugs : libgtop2 package : Ubuntu af854a3a-2127-422b-
libgtop2 "glibtop_get_proc_map_s()" Buffer Overflow - Advisories - Secunia af854a3a-2127-422b-
Repository / Oval Repository af854a3a-2127-422b-
Advisories | Mandriva af854a3a-2127-422b-
Mandriva update for libgtop2 - Advisories - Secunia af854a3a-2127-422b-
Debian -- Security Information -- DSA-1255-1 libgtop2 af854a3a-2127-422b-
Red Hat update for libgtop2 - Advisories - Secunia af854a3a-2127-422b-
USN-407-1: libgtop2 vulnerability | Ubuntu af854a3a-2127-422b-
CVE Program record CVE.ORG
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Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2007-07-27 Joshua Bressers Not vulnerable. This issue did not affect the versions of libgtop as shipped with Red Hat Ent
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http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://secunia.com/advisories/23777
http://secunia.com/advisories/23872
http://secunia.com/advisories/23840
http://security.gentoo.org/glsa/glsa-200701-17.xml
http://ftp.gnome.org/pub/gnome/sources/libgtop/2.14/libgtop-2.14.6.news
http://osvdb.org/32815
http://www.vupen.com/english/advisories/2007/0185
http://www.securitytracker.com/id?1018526
https://issues.rpath.com/browse/RPL-972
http://www.redhat.com/support/errata/RHSA-2007-0765.html
http://secunia.com/advisories/24015
http://www.securityfocus.com/bid/22054
http://www.vupen.com/english/advisories/2007/0187
https://exchange.xforce.ibmcloud.com/vulnerabilities/31522
http://bugzilla.gnome.org/show_bug.cgi?id=396477
https://launchpad.net/bugs/79206
http://secunia.com/advisories/23736
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A10720
http://www.mandriva.com/security/advisories?name=MDKSA-2007:023
http://secunia.com/advisories/23814
http://www.debian.org/security/2007/dsa-1255
http://secunia.com/advisories/26367
http://www.ubuntu.com/usn/usn-407-1
https://www.cve.org/CVERecord?id=CVE-2007-0235
https://nvd.nist.gov/vuln/detail/CVE-2007-0235

There are currently no legacy QID mappings associated with this CVE.
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https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://cve.report/api
https://status.cve.report
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