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CVE CVE-2007-0238
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-03-21 19:19:00 UTC
Updated 2026-04-23 00:35:47 UTC
Description Stack-based buffer overflow in filter\starcalc\scflt.cxx in the StarCalc parser in OpenOffice.org (OOo0) Office Suite before 2.2

/ |

Risk And Classification

Primary CVSS: v2.0 9.3 from nvd@nist.gov
AV:N/AC:M/Au:N/C:C/I:C/A:C

Problem Types: CWE-119 | n/a

CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Openoffice Openoffice All All All All


https://cve.report/
https://cve.report/CVE-2007-0238/mitre
https://cve.report/CVE-2007-0238/nist
https://cve.report/CVE-2007-0238/cve_org
https://cve.report/api/cve/CVE-2007-0238.json
https://cve.report/CVE-2007-0238.pdf
http://cve.report/vendor/openoffice
http://cve.report/software/openoffice/openoffice

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Na N/a affected n/a Not specified
Reference

#102794: Due to a Security Vulnerability in StarOffice, Manipulated StarCalc 1.0 Files May Allow Arbitrary Code Execution
Debian -- Security Information -- DSA-1270-2 openoffice.org

issues.foresightlinux.org/browse/FL-211

Debian update for openoffice.org - Advisories - Secunia

Red Hat update for openoffice.org - Advisories - Secunia

Webmail - OVH

issues.rpath.com/browse/RPL-1118

Advisories - Research - Next Generation Security Software

OpenOffice StarCalc Parser Unspecified Buffer Overflow Vulnerability

IBM X-Force Exchange

www.openoffice.org/security/ CVE-2007-0238

StarOffice Two Vulnerabilities - Advisories - Secunia

Support

rPath update for openoffice.org - Advisories - Secunia

Repository / Oval Repository

Support

USN-444-1: OpenOffice.org vulnerabilities | Ubuntu

Gentoo Linux Documentation -- OpenOffice.org: Multiple vulnerabilities

Webmail - OVH

SuSE Security announcements: [suse-security-announce] SUSE Security Announcement: OpenOffice,libwpd security problems (SUSE-SA:20
Security Tracker.com Archives - OpenOffice.org Office Suite Bugs Let Remote Users Execute Arbitrary Code or Shell Commands
Mandriva update for openoffice.org - Secunia.com

Gentoo update for openoffice and openoffice-bin - Advisories - Secunia

Ubuntu update for openoffice.org - Advisories - Secunia

SecurityFocus

SUSE update for openoffice_org and libwpd - Advisories - Community

Advisories - Mandriva Linux

OpenOffice.org Multiple Vulnerabilities - Advisories - Secunia
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http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://sunsolve.sun.com/search/document.do?assetkey=1-26-102794-1
http://www.debian.org/security/2007/dsa-1270
https://issues.foresightlinux.org/browse/FL-211
http://secunia.com/advisories/24613
http://secunia.com/advisories/24550
http://www.vupen.com/english/advisories/2007/1117
https://issues.rpath.com/browse/RPL-1118
http://www.ngssoftware.com/advisories/high-risk-vulnerabilities-in-the-openoffice-suite/
http://www.securityfocus.com/bid/23067
https://exchange.xforce.ibmcloud.com/vulnerabilities/33112
http://www.openoffice.org/security/CVE-2007-0238
http://secunia.com/advisories/24646
http://www.redhat.com/support/errata/RHSA-2007-0033.html
http://secunia.com/advisories/24810
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A8968
http://www.redhat.com/support/errata/RHSA-2007-0069.html
http://www.ubuntu.com/usn/usn-444-1
http://www.gentoo.org/security/en/glsa/glsa-200704-12.xml
http://www.vupen.com/english/advisories/2007/1032
http://lists.suse.com/archive/suse-security-announce/2007-Mar/0007.html
http://www.securitytracker.com/id?1017799
http://secunia.com/advisories/24676
http://secunia.com/advisories/24906
http://secunia.com/advisories/24647
http://www.securityfocus.com/archive/1/464724/100/0/threaded
http://secunia.com/advisories/24465
http://www.mandriva.com/security/advisories?name=MDKSA-2007:073
http://secunia.com/advisories/24588
https://www.cve.org/CVERecord?id=CVE-2007-0238
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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