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CVE CVE-2007-0239
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-03-21 19:19:00 UTC
Updated 2017-10-11 01:31:00 UTC
Description OpenOffice.org (O00) Office Suite allows user-assisted remote attackers to execute arbitrary commands via shell metacha

/ |

1|

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Openoffice Openoffice All All All All
Application Openoffice Openoffice All All All All
Reference

Mandriva update for openoffice.org - Secunia.com

SecurityTracker.com Archives - OpenOffice.org Office Suite Bugs Let Remote Users Execute Arbitrary Code or Shell Commands
Red Hat update for openoffice.org - Advisories - Secunia

IBM X-Force Exchange

Gentoo update for openoffice and openoffice-bin - Advisories - Secunia
Webmail - OVH

OpenOffice Meta Character Remote Shell Command Execution Vulnerability
Repository / Oval Repository

SUSE update for openoffice_org and libwpd - Advisories - Community
Support

Ubuntu update for openoffice.org - Advisories - Secunia

Webmail - OVH



https://cve.report/
https://cve.report/CVE-2007-0239/mitre
https://cve.report/CVE-2007-0239/nist
https://cve.report/CVE-2007-0239/cve_org
https://cve.report/api/cve/CVE-2007-0239.json
https://cve.report/CVE-2007-0239.pdf
http://cve.report/vendor/openoffice
http://cve.report/software/openoffice/openoffice
http://cve.report/vendor/openoffice
http://cve.report/software/openoffice/openoffice
http://secunia.com/advisories/24676
http://www.securitytracker.com/id?1017799
http://secunia.com/advisories/24550
https://exchange.xforce.ibmcloud.com/vulnerabilities/33113
http://secunia.com/advisories/24906
http://www.vupen.com/english/advisories/2007/1117
http://www.securityfocus.com/bid/22812
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A11422
http://secunia.com/advisories/24465
http://www.redhat.com/support/errata/RHSA-2007-0069.html
http://secunia.com/advisories/24647
http://www.vupen.com/english/advisories/2007/1032

USN-444-1: OpenOffice.org vulnerabilities | Ubuntu

#102807: Security Vulnerability in StarOffice/StarSuite URL Handler
OpenOffice.org Multiple Vulnerabilities - Advisories - Secunia

rPath update for openoffice.org - Advisories - Secunia

SuSE Security announcements: [suse-security-announce] SUSE Security Announcement: OpenOffice,libwpd security problems (SUSE-SA:20
Gentoo Linux Documentation -- OpenOffice.org: Multiple vulnerabilities
Debian -- Security Information -- DSA-1270-2 openoffice.org
Advisories - Mandriva Linux

issues.rpath.com/browse/RPL-1118

StarOffice Two Vulnerabilities - Advisories - Secunia

Support

Debian update for openoffice.org - Advisories - Secunia
issues.foresightlinux.org/browse/FL-211

CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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