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CVE CVE-2007-0245
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-06-12 21:30:00 UTC
Updated 2018-10-16 16:32:00 UTC
Description Heap-based buffer overflow in OpenOffice.org (O00) 2.2.1 and earlier allows remote attackers to execute arbitrary code vic

/ |
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Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Openoffice Openoffice All All All All
Reference

SecurityFocus

USN-482-1: OpenOffice.org vulnerability | Ubuntu

Advisories | Mandriva

issues.rpath.com/browse/RPL-1570

rPath update for openoffice.org - Secunia.com

Security Announcement

20070602-01-P

Debian update for openoffice - Advisories - Secunia

SGI Advanced Linux Environment Multiple Updates - Advisories - Secunia
OpenOffice RTF File and FreeType Font Parsing Vulnerabilities - Advisories - Secunia
#200865: Security Vulnerability with Manipulated RTF Files May Lead to Heap Overflows and Arbitrary Code Execution
OpenOffice RTF File Parser Buffer Overflow Vulnerability

Gentoo update for openoffice and openoffice-bin - Advisories - Secunia



https://cve.report/
https://cve.report/CVE-2007-0245/mitre
https://cve.report/CVE-2007-0245/nist
https://cve.report/CVE-2007-0245/cve_org
https://cve.report/api/cve/CVE-2007-0245.json
https://cve.report/CVE-2007-0245.pdf
http://cve.report/vendor/openoffice
http://cve.report/software/openoffice/openoffice
http://www.securityfocus.com/archive/1/471274/100/0/threaded
http://www.ubuntu.com/usn/usn-482-1
http://www.mandriva.com/security/advisories?name=MDKSA-2007:144
https://issues.rpath.com/browse/RPL-1570
http://secunia.com/advisories/26476
http://www.novell.com/linux/security/advisories/2007_37_openoffice.html
ftp://patches.sgi.com/support/free/security/advisories/20070602-01-P.asc
http://secunia.com/advisories/25650
http://secunia.com/advisories/25894
http://secunia.com/advisories/25648
http://sunsolve.sun.com/search/document.do?assetkey=1-26-102917-1
http://www.securityfocus.com/bid/24450
http://secunia.com/advisories/25905

Webmail - OVH

Debian -- Security Information -- DSA-1307-1 openoffice.org

Sun StarOffice Office Suite RTF File and FreeType Font Parsing Vulnerabilities - Advisories - Secunia

Mandriva update for openoffice.org - Advisories - Secunia
Ubuntu update for openoffice.org - Advisories - Secunia

rhn.redhat.com | Red Hat Support

Security Tracker.com Archives - OpenOffice.org Office Suite Heap Overflow in Parsing RTF Files Lets Remote Users Execute Arbitrary Code

sw.openoffice.org/source/browse/sw/sw/source/filter/rtf/swparrtf.cxx
Webmail - OVH

Gentoo Linux Documentation -- OpenOffice.org: Two buffer overflows
Repository / Oval Repository

35378

IBM X-Force Exchange

Red Hat update for openoffice.org - Advisories - Secunia

SUSE update for OpenOffice_org - Advisories - Secunia
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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