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Summary

CVE CVE-2007-0245

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-06-12 21:30:00 UTC

Updated 2018-10-16 16:32:00 UTC

Description Heap-based buffer overflow in OpenOffice.org (OOo) 2.2.1 and earlier allows remote attackers to execute arbitrary code via a RTF file with a crafted prtdata tag with a length parameter inconsistency, which causes vtable entries to be overwritten.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Openoffice Openoffice All All All All

References
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Debian update for openoffice - Advisories - Secunia
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OpenOffice RTF File and FreeType Font Parsing Vulnerabilities - Advisories - Secunia
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Webmail - OVH

Debian -- Security Information -- DSA-1307-1 openoffice.org

Sun StarOffice Office Suite RTF File and FreeType Font Parsing Vulnerabilities - Advisories - Secunia

Mandriva update for openoffice.org - Advisories - Secunia

Ubuntu update for openoffice.org - Advisories - Secunia

rhn.redhat.com | Red Hat Support

SecurityTracker.com Archives - OpenOffice.org Office Suite Heap Overflow in Parsing RTF Files Lets Remote Users Execute Arbitrary Code

sw.openoffice.org/source/browse/sw/sw/source/filter/rtf/swparrtf.cxx

Webmail - OVH
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Repository / Oval Repository

35378

IBM X-Force Exchange

Red Hat update for openoffice.org - Advisories - Secunia

SUSE update for OpenOffice_org - Advisories - Secunia

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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