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squid/src/ftp.c in Squid before 2.6.STABLE7 allows remote FTP servers to cause a denial of service (core dump) via craftec
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Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Squid Squid 2.6.stablet All All All
Squid Squid 2.6.stable2 All All All
Squid Squid 2.6.stable3 All All All
Squid Squid 2.6.stable4 All All All
Squid Squid 2.6.stable5 All All All
Squid Squid 2.6.stable6 All All All
Squid Squid 2.6.stable All All All
Squid Squid 2.6.stable2 All All All
Squid Squid 2.6.stable3 All All All
Squid Squid 2.6.stable4 All All All
Squid Squid 2.6.stable5 All All All
Squid Squid 2.6.stable6 All All All
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Squid Proxy FTP URI Remote Denial of Service Vulnerability BID www.securityfocus.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com
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[SECURITY] Fedora Core 5 Update: squid-2.5.STABLE14-3.FC5 | FedoraNEWS.ORG FEDORA fedoranews.org

Mandriva update for squid - Advisories - Secunia SECUNIA secunia.com Ven
Webmail - OVH VUPEN www.vupen.com Ven
Gentoo Linux Documentation -- Squid: Multiple Denial of Service vulnerabilities GENTOO www.gentoo.org

Fedora update for squid - Advisories - Secunia SECUNIA secunia.com Ven
Gentoo update for squid - Advisories - Secunia SECUNIA secunia.com Ven
Ubuntu update for squid - Advisories - Secunia SECUNIA secunia.com Ven
404 Not Found CONFIRM  www.squid-cache.org

Squid Denial of Service Vulnerabilities - Advisories - Secunia SECUNIA secunia.com Ven
USN-414-1: Squid vulnerabilities | Ubuntu UBUNTU www.ubuntu.com

Advisories - Mandriva Linux MANDRIVA  www.mandriva.com
www.squid-cache.org/Versions/v2/2.6/squid-2.6.STABLE7-RELEASENOTES.html CONFIRM  www.squid-cache.org

39839 OSVDB osvdb.org

2007-0003 TRUSTIX www.trustix.org

Trustix update for squid - Secunia.com SECUNIA secunia.com Ven
Security Announcement SUSE www.novell.com

SUSE update for squid - Advisories - Secunia SECUNIA secunia.com Ven
CVE Program record CVE.ORG  www.cve.org can
NVD vulnerability detail NVD nvd.nist.gov cant
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Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2007-07-26 Mark J Cox  Red Hat Enterprise Linux 5 is not vulnerable to this issue as it contains a backported patch. This

R R

There are currently no legacy QID mappings associated with this CVE.
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