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CVE CVE-2007-0248
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/

Risk And Classification

Published 2007-01-16 18:28:00 UTC
Updated 2017-07-29 01:30:00 UTC
Description The aclMatchExternal function in Squid before 2.6.STABLE7 allows remote attackers to cause a denial of service (crash) b

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version
Application Squid Squid 2.6.stable6
Application Squid Squid 2.6.stable6

Update
All

All

Edition Language
All All
All All

References

Reference

IBM X-Force Exchange

Mandriva update for squid - Advisories - Secunia

Webmail - OVH

Gentoo Linux Documentation -- Squid: Multiple Denial of Service vulnerabilities
Gentoo update for squid - Advisories - Secunia

Ubuntu update for squid - Advisories - Secunia

Squid Denial of Service Vulnerabilities - Advisories - Secunia

USN-414-1: Squid vulnerabilities | Ubuntu

Advisories - Mandriva Linux
www.squid-cache.org/Versions/v2/2.6/squid-2.6.STABLE7-RELEASENOTES.html
404 Not Found

Squid Proxy ACL Queue Overload Remote Denial of Service Vulnerability

Source

XF

SECUNIA

VUPEN

GENTOO

SECUNIA

SECUNIA

SECUNIA

UBUNTU

MANDRIVA

CONFIRM

CONFIRM

BID

Link Tags
exchange.xforce.ibmcloud.com
secunia.com

www.vupen.com

www.gentoo.org

secunia.com

secunia.com

secunia.com Patch, V
www.ubuntu.com

www.mandriva.com
www.squid-cache.org
www.squid-cache.org

www.securityfocus.com


https://cve.report/
https://cve.report/CVE-2007-0248/mitre
https://cve.report/CVE-2007-0248/nist
https://cve.report/CVE-2007-0248/cve_org
https://cve.report/CVE-2007-0248.pdf
http://cve.report/vendor/squid
http://cve.report/software/squid/squid
http://cve.report/vendor/squid
http://cve.report/software/squid/squid
https://exchange.xforce.ibmcloud.com/vulnerabilities/31525
http://secunia.com/advisories/23889
http://www.vupen.com/english/advisories/2007/0199
http://www.gentoo.org/security/en/glsa/glsa-200701-22.xml
http://secunia.com/advisories/23946
http://secunia.com/advisories/23921
http://secunia.com/advisories/23767
http://www.ubuntu.com/usn/usn-414-1
http://www.mandriva.com/security/advisories?name=MDKSA-2007:026
http://www.squid-cache.org/Versions/v2/2.6/squid-2.6.STABLE7-RELEASENOTES.html#s12
http://www.squid-cache.org/bugs/show_bug.cgi?id=1848
http://www.securityfocus.com/bid/22203

Security Announcement SUSE www.novell.com

SUSE update for squid - Advisories - Secunia SECUNIA secunia.com

CVE Program record CVE.ORG  www.cve.org canonice
NVD vulnerability detail NVD nvd.nist.gov canonicz
< |

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2007-07-26 Mark J Cox  Red Hat Enterprise Linux 5 is not vulnerable to this issue as it contains a backported patch. This
4| |

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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http://www.novell.com/linux/security/advisories/2007_12_squid.html
http://secunia.com/advisories/23805
https://www.cve.org/CVERecord?id=CVE-2007-0248
https://nvd.nist.gov/vuln/detail/CVE-2007-0248
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