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Integer underflow in the DecodeGRE function in src/decode.c in Snort 2.6.1.2 allows remote attackers to trigger dereferenc
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type
Application

Application

Vendor Product Version Update Edition Language
Snort Snort 2.6.1.2 All All All
Snort Snort 2.6.1.2 All All All

References
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Reference Source
32095 OSvDB
Calyptix Your Simple and Powerful Network Security Solution MISC
Snort GRE Packet Decoding Integer Underflow Vulnerability BID
Just a moment... CONFIR
SecurityFocus BUGTR/

Security Tracker.com Archives - Snort Integer Underflow in Processing the GRE Protocol May Let Remote Users Corrupt Log Files SECTRA

SecurityReason - Snort 2.6.1.2 Integer Underflow Vulnerability SREASC
33464 OSvDB
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN
CVE Program record CVE.OR
NVD vulnerability detail NVD
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http://www.securityfocus.com/bid/22004
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http://www.securityfocus.com/archive/1/456598/100/0/threaded
http://securitytracker.com/id?1017507
http://securityreason.com/securityalert/2165
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http://www.vupen.com/english/advisories/2007/0152
https://www.cve.org/CVERecord?id=CVE-2007-0251
https://nvd.nist.gov/vuln/detail/CVE-2007-0251

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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