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Summary

CVE CVE-2007-0267

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-01-17 00:28:00 UTC

Updated 2011-06-10 04:00:00 UTC

Description The ufs_lookup function in the Mac OS X 10.4.8 and FreeBSD 6.1 kernels allows local users to cause a denial of service (kernel panic) and possibly corrupt other filesystems by mounting a crafted UNIX File System (UFS) DMG image that contains a corrupted directory entry (struct direct), related to the ufs_dirbad function. 

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Apple Mac Os X 10.4.8 All All All

Operating System Apple Mac Os X 10.4.8 All All All

Operating System Freebsd Freebsd 6.1 All All All

Operating System Freebsd Freebsd 6.1 All All All

References
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About the security content of Mac OS X 10.4.9 and Security Update 2007-003

APPLE-SA-2007-03-13 Mac OS X v10.4.9 and Security Update 2007-003

Mac OS X Security Update Fixes Multiple Vulnerabilities - Advisories - Secunia

Webmail - OVH

US-CERT Technical Cyber Security Alert TA07-072A -- Apple Updates for Multiple Vulnerabilities

Apple Mac OS X DMG UFS UFS_LookUp Denial Of Service Vulnerability

SecurityTracker.com Archives - Mac OS X Lets Remote Users Execute Arbitrary Code and Local Users Obtain Elevated Privileges and Deny Service

FreeBSD UFS "ufs_dirbad()" Local Denial of Service - Advisories - Secunia
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Webmail - OVH

MOAB advisories

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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