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Summary

CVE CVE-2007-0323

State PUBLIC

Assigner cert@cert.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-05-08 23:19:00 UTC

Updated 2018-10-16 16:32:00 UTC

Description Buffer overflow in the SetLanguage function in Research In Motion (RIM) TeamOn Import Object ActiveX control (TOImport.dll) allows remote attackers to execute arbitrary code via unspecified vectors.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Rim Teamon Import Object Activex Control All All All All

Application Rim Teamon Import Object Activex Control All All All All

References

Reference Source Link

35873 OSVDB osvdb.org

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

Microsoft Security Bulletin MS07-027 - Critical | Microsoft Docs MS docs.microsoft.com

VU#869641 - Research In Motion TeamOn Import Object ActiveX control buffer overflow CERT-VN www.kb.cert.org

www.blackberry.com/btsc/articles/74/KB13142_f.SAL_Public.html CONFIRM www.blackberry.com

SecurityFocus HP www.securityfocus.com

RIM TeamOn Import Object ActiveX Control Buffer Overflow Vulnerability - Advisories - Secunia SECUNIA secunia.com

Research In Motion Blackberry TeamOn Import Object ActiveX Control Buffer Overflow Vulnerability BID www.securityfocus.com

US-CERT Technical Cyber Security Alert TA07-128A -- Microsoft Updates for Multiple Vulnerabilities CERT www.us-cert.gov

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

https://cve.report/
https://cve.report/CVE-2007-0323/mitre
https://cve.report/CVE-2007-0323/nist
https://cve.report/CVE-2007-0323/cve_org
https://cve.report/api/cve/CVE-2007-0323.json
https://cve.report/CVE-2007-0323.pdf
http://cve.report/vendor/rim
http://cve.report/software/rim/teamon_import_object_activex_control
http://cve.report/vendor/rim
http://cve.report/software/rim/teamon_import_object_activex_control
http://osvdb.org/35873
http://www.vupen.com/english/advisories/2007/1716
https://docs.microsoft.com/en-us/security-updates/securitybulletins/2007/ms07-027
http://www.kb.cert.org/vuls/id/869641
http://www.blackberry.com/btsc/articles/74/KB13142_f.SAL_Public.html
http://www.securityfocus.com/archive/1/468871/100/200/threaded
http://secunia.com/advisories/25218
http://www.securityfocus.com/bid/23331
http://www.us-cert.gov/cas/techalerts/TA07-128A.html
https://exchange.xforce.ibmcloud.com/vulnerabilities/34182
https://www.cve.org/CVERecord?id=CVE-2007-0323
https://nvd.nist.gov/vuln/detail/CVE-2007-0323


No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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