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Summary

CVE CVE-2007-0347

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-01-29 20:28:00 UTC

Updated 2018-10-16 16:32:00 UTC

Description The is_eow function in format.c in CVSTrac before 2.0.1 does not properly check for the "'" (quote) character, which allows remote authenticated users to execute limited SQL injection attacks and cause a denial of service (database error) via a ' character in certain messages, tickets, or Wiki entries.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cvstrac Cvstrac 1.1 All All All

Application Cvstrac Cvstrac 1.1.1 All All All

Application Cvstrac Cvstrac 1.1.2 All All All

Application Cvstrac Cvstrac 1.1.3 All All All

Application Cvstrac Cvstrac 1.1.4 All All All

Application Cvstrac Cvstrac 1.1 All All All

Application Cvstrac Cvstrac 1.1.1 All All All

Application Cvstrac Cvstrac 1.1.2 All All All

Application Cvstrac Cvstrac 1.1.3 All All All

Application Cvstrac Cvstrac 1.1.4 All All All

Application Cvstrac Cvstrac All All All All

References

Reference Source Link Tags

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

OpenPKG Corporation: Security: Security Advisories OPENPKG www.openpkg.com Vendor Advisory

CVSTrac Remote Denial of Service Vulnerability BID www.securityfocus.com
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http://www.openpkg.com/security/advisories/OpenPKG-SA-2007.008.html
http://www.securityfocus.com/bid/22296


CVSTrac 2.0.0 Denial of Service (DoS) vulnerability - CXSecurity.com SREASON securityreason.com

[Full-disclosure] Internet Explorer 7 ActiveX bgColor property NULL pointer dereference (DoS) FULLDISC lists.grok.org.uk Patch, Vendor Advisory

cvstrac: Check-in [850] CONFIRM www.cvstrac.org Patch, Vendor Advisory

31935 OSVDB osvdb.org

SecurityFocus BUGTRAQ www.securityfocus.com

cvstrac: Ticket #683 MISC www.cvstrac.org Patch, Vendor Advisory

CVSTrac SQL Injection Vulnerability - Advisories - Secunia SECUNIA secunia.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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