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CVE CVE-2007-0352
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-01-19 01:28:00 UTC
Updated 2018-10-16 16:32:00 UTC
Description Stack-based buffer overflow in Microsoft Help Workshop 4.03.0002 allows user-assisted remote attackers to execute arbitre
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Microsoft Html Help Workshop 4.02.0002 All All All
Application Microsoft Html Help Workshop 4.02.0002 All All All
Reference

Security Tracker.com Archives - Microsoft Help Workshop Buffer Overflow in Processing .CNT' Files Lets Remote Users Execute Arbitrary Cox
SecurityFocus

SecurityReason - Microsoft Help Workshop .CNT contents files buffer overflow vulnerability

Microsoft Help Workshop .CNT File Buffer Overflow Vulnerability

IBM X-Force Exchange

www.anspi.pl/~porkythepig/visualization/cnt-expl1.cpp

Microsoft Help Workshop Two Buffer Overflow Vulnerabilities - Advisories - Secunia

31898

Microsoft Help Workshop 4.03.0002 (.CNT) Buffer Overflow Exploit

CVE Program record

NVD vulnerability detail
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https://cve.report/
https://cve.report/CVE-2007-0352/mitre
https://cve.report/CVE-2007-0352/nist
https://cve.report/CVE-2007-0352/cve_org
https://cve.report/api/cve/CVE-2007-0352.json
https://cve.report/CVE-2007-0352.pdf
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/html_help_workshop
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/html_help_workshop
http://securitytracker.com/id?1017530
http://www.securityfocus.com/archive/1/457210/100/0/threaded
http://securityreason.com/securityalert/2156
http://www.securityfocus.com/bid/22100
https://exchange.xforce.ibmcloud.com/vulnerabilities/31555
http://www.anspi.pl/~porkythepig/visualization/cnt-expl1.cpp
http://secunia.com/advisories/23862
http://osvdb.org/31898
https://www.exploit-db.com/exploits/3149
https://www.cve.org/CVERecord?id=CVE-2007-0352
https://nvd.nist.gov/vuln/detail/CVE-2007-0352

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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