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Summary

CVE CVE-2007-0450

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-03-16 22:19:00 UTC

Updated 2023-02-13 02:17:00 UTC

Description Directory traversal vulnerability in Apache HTTP Server and Tomcat 5.x before 5.5.22 and 6.x before 6.0.10, when using certain proxy modules (mod_proxy, mod_rewrite, mod_jk), allows remote attackers to read arbitrary files via a .. (dot dot) sequence with combinations of (1) "/" (slash), (2) "\" (backslash), and (3) URL-encoded backslash (%5C) characters in the URL, which are valid separators in Tomcat but not in Apache.

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Http Server - All All All

Application Apache Http Server - All All All

Application Apache Tomcat All All All All

Application Apache Tomcat All All All All
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CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

© CVE.report 2026 |
Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

Free CVE JSON API cve.report/api

CVE.report and Source URL Uptime Status status.cve.report

995381 Java (Maven) Security Update for org.apache.tomcat:tomcat (GHSA-4prh-gqw8-rgh5)

http://tomcat.apache.org/security-5.html
https://lists.apache.org/thread.html/rf8e8c091182b45daa50d3557cad9b10bb4198e3f08cf8f1c66a1b08d@%253Cdev.tomcat.apache.org%253E
http://www.vupen.com/english/advisories/2007/2732
https://lists.apache.org/thread.html/c62b0e3a7bf23342352a5810c640a94b6db69957c5c19db507004d74%2540%253Cdev.tomcat.apache.org%253E
http://secunia.com/advisories/26235
http://www.redhat.com/support/errata/RHSA-2007-0327.html
http://secunia.com/advisories/27037
http://www.vupen.com/english/advisories/2008/0065
http://www.vupen.com/english/advisories/2009/0233
http://www.novell.com/linux/security/advisories/2007_5_sr.html
http://support.avaya.com/elmodocs2/security/ASA-2007-206.htm
http://secunia.com/advisories/30899
http://h20000.www2.hp.com/bizsupport/TechSupport/Document.jsp?objectID=c01178795
http://secunia.com/advisories/28365
http://www.securityfocus.com/bid/25159
http://secunia.com/advisories/33668
http://secunia.com/advisories/30908
http://www.fujitsu.com/global/support/software/security/products-f/interstage-200702e.html
http://www.securityfocus.com/archive/1/462791/100/0/threaded
http://tomcat.apache.org/security-6.html
https://www.cve.org/CVERecord?id=CVE-2007-0450
https://nvd.nist.gov/vuln/detail/CVE-2007-0450
http://cve.report/qid/995381
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://cve.report/api
https://status.cve.report

	CVE-2007-0450
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References
	Legacy QID Mappings


