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Summary

CVE CVE-2007-0451

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2007-02-16 19:28:00 UTC

Updated 2017-10-11 01:31:00 UTC

Description Apache SpamAssassin before 3.1.8 allows remote attackers to cause a denial of service via long URLs in malformed HTML, which triggers "massive memory usage."

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Spamassassin 3.0.1 All All All

Application Apache Spamassassin 3.0.2 All All All

Application Apache Spamassassin 3.0.3 All All All

Application Apache Spamassassin 3.0.4 All All All

Application Apache Spamassassin 3.1.0 All All All

Application Apache Spamassassin 3.1.1 All All All

Application Apache Spamassassin 3.1.2 All All All

Application Apache Spamassassin 3.0.1 All All All

Application Apache Spamassassin 3.0.2 All All All

Application Apache Spamassassin 3.0.3 All All All

Application Apache Spamassassin 3.0.4 All All All

Application Apache Spamassassin 3.1.0 All All All

Application Apache Spamassassin 3.1.1 All All All

Application Apache Spamassassin 3.1.2 All All All

Application Apache Spamassassin All All All All
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Reference Source Link

rhn.redhat.com | Red Hat Support REDHAT rhn.redhat.com

Red Hat update for spamassassin - Advisories - Secunia SECUNIA secunia.com

404 Not Found CONFIRM spamassassin.apache.org

Advisories | Mandriva MANDRIVA www.mandriva.com

Fedora update for spamassassin - Advisories - Secunia SECUNIA secunia.com

Webmail- OVH VUPEN www.vupen.com

SpamAssassin: Long URI Denial of Service — Gentoo Linux Documentation GENTOO security.gentoo.org

[SECURITY] Fedora Core 6 Update: spamassassin-3.1.8-1.fc6 | FedoraNEWS.ORG FEDORA fedoranews.org

Gentoo update for spamassassin - Advisories - Secunia SECUNIA secunia.com

Repository / Oval Repository OVAL oval.cisecurity.org

SpamAssassin Long URI Handling Remote Denial of Service Vulnerability BID www.securityfocus.com

33207 OSVDB osvdb.org

Security Announcement SUSE www.novell.com

svn.apache.org/repos/asf/spamassassin/branches/3.1/build/announcements/3.1.8... CONFIRM svn.apache.org

Security Advisory SA24256 - Mandriva update for spamassassin - Secunia SECUNIA secunia.com

rPath update for spamassassin - Advisories - Secunia SECUNIA secunia.com

SUSE Update for Multiple Packages - Advisories - Secunia SECUNIA secunia.com

[SECURITY] Fedora Core 5 Update: spamassassin-3.1.8-1.fc5 | FedoraNEWS.ORG FEDORA fedoranews.org

SpamAssassin Long URI Denial of Service - Advisories - Secunia SECUNIA secunia.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

SpamAssassin Error in Processing Long URIs May Let Remote Users Deny Servce - SecurityTracker SECTRACK www.securitytracker.com

issues.rpath.com/browse/RPL-1073 CONFIRM issues.rpath.com

Support REDHAT www.redhat.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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