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Buffer overflow in the nss_winbind.so.1 library in Samba 3.0.21 through 3.0.23d, as used in the winbindd daemon on Solari

| 1|

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Samba Samba 3.0.21 All All All
Samba Samba 3.0.21a All All All
Samba Samba 3.0.21b All All All
Samba Samba 3.0.21¢c All All All
Samba Samba 3.0.22 All All All
Samba Samba 3.0.28 All All All
Samba Samba 3.0.23a All All All
Samba Samba 3.0.23b All All All
Samba Samba 3.0.23c All All All
Samba Samba 3.0.23d All All All
Samba Samba 3.0.21 All All All
Samba Samba 3.0.21a All All All
Samba Samba 3.0.21b All All All
Samba Samba 3.0.21c All All All
Samba Samba 3.0.22 All All All
Samba Samba 3.0.23 All All All
Samba Samba 3.0.23a All All All
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Application Samba Samba 3.0.23b All All All

Application Samba Samba 3.0.23c All All All
Application Samba Samba 3.0.23d All All All
Reference

Samba - Security Announcement Archive

SecurityFocus

Samba NSS host lookup Winbind Multiple Remote Buffer Overflow Vulnerabilities
2007-0007

33098

Samba Winbind Library Buffer Overflow Vulnerabilities - Advisories - Secunia
IBM X-Force Exchange

SecurityTracker.com Archives - Samba Solaris winbindd Daemon Name Resolution Query Buffer Overflows May Let Remtoe Users Execute /
OpenPKG Corporation: Security: Security Advisories

The Slackware Linux Project: Slackware Security Advisories

Slackware update for samba - Advisories - Secunia

SecurityFocus

Trustix Update for Various Packages - Advisories - Secunia

Webmail - OVH

issues.rpath.com/browse/RPL-1005

CVE Program record

NVD vulnerability detail

/]

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2007-05-14 Mark J Cox Not vulnerable. These issues did not affect Linux versions of Samba.

There are currently no legacy QID mappings associated with this CVE.
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